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New Trends in Evidence

1) Germanwings crash: Go-pilot researched suicide methods, cockpit

doors:

Analysis of a tablet device helonging to Germanwings Flight 9525 co-pilot Andreas 5
Lubitz shows he researched suicide methods on the Internet in the days leading up z
to the crash.

Police analysis of the correspondence and search history on the device, retrieved

from Lubitz's Dusseldorf apartment, demonstrated that the co-pilot used it from

March 16 to March 23.

Lubitz is suspected of deliberately bringing down Germanwings Flight 9523 in the

French Alps on March 24, killing all 130 on hoard. Investigators have since focused

on his health as they try to establish his motivation.
(hitps://edition.cnn.com/2015/04/02/europe/france-germanwings-plane-crash-ma
in/index.htmi)



https://edition.cnn.com/2015/04/02/europe/france-germanwings-plane-crash-main/index.html

A masked intruder barged into his Connecticut home, he said, tied up and tortured

him and -- when his wife came home -- shot and Killed her.

His story, however, would not hold up with investigators. And when cops ultimately

charged /m with murdering his wife, they relied on evidence gathered from an

unlikely source:

» The Fithit his wife was wearing.

» At 9:01a.m. Richard Dahate logged into Outlook from an IP address assigned to

the internet at the house.

< At 9:04 a.m., Dahate sent his supervisor an e-mail saying an alarm had gone off
at his house and he's got to go hack and check on it.

< Connie's Fithit registered movement at 9:23 a.m., the same time the garage
door opened into the kitchen.

< Connie Dahate was active on Facehook hetween 9:40 and 9:46 a.m., posting
videos to her page with her iPhone. She was utilizing the IP address at their
house.

< While she was at home, her Fithit recorded a distance of 1,217 feet between 9:18
a.m. and 10:05 a.m. when movement stops.
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Alexa, can you help with this murder case?

hitps://edition.cnn.com/2016/12/28/tech/amazon-echo-alexa-hentonville- ﬂ
arkansas-murder-case-trnd/index.html



https://edition.cnn.com/2016/12/28/tech/amazon-echo-alexa-bentonville-arkansas-murder-case-trnd/index.html

India has hypassed Japan to hecome the world's third largest Internet user afte
China and the United States.

< Three-fourths of India’s online population Is under 35 as against just over ha
worldwide, the comScore report, India Digital Future in Focus 2013.

< As per the Telecom Regulatory Authority of India (TRAI) the number of Interne
subscribers in India are 164.81 million as of March 31, 2013, with seven out of 6l
accessing the Internet from their mohile phones.

<~As per TRAI Report, 2013 India has 997 million telecom Subscribers, 99.20m "
broadband subscribers, 300m subscribers accessing internet, 93% are through
wireless media, 7% through fixed wire line media.

+<»Hon’bie Supreme Court of India in Dr. Subramanian Swamy vs. Election
GCommission of India on 8™ Octoher, 2013. — Hacking the E-Voting System.




Latest NCRB Data, 2019:

Tincrease of Cyber Crimes in 2015 compared with the previous
year: 21.6% (In West Bengal : 12.1%) (No. of Crimes Reported in
2019: 11331)(In West Bengal : 398).

2] Increase in Arrest in Cyber Crime cases in 2015 compared wit
the previous year: 42.9% (In West Bengal: 39%), (No. of person
arrested in Crimes Reported in 2015: 8044).(In West Bengal : 28

3) Total No. person under trial: Male: 10299, Female: 239. Person
Convicted: Male : 300, Female : 2. Acquitted: 519.
4) Age Groun: Highest age group: 18<>30.




Gary McKinnon (horn 10 Fehruary 19661 is a Scot
tish systems administratorand hacker who was | §
accused in 2002 of perpetrating the "higgest mil | §
itary computer hack of all time,"although McKin | &
non himself states that he was merely looking fo

I evidence of free energy suppression and a cov
er-up of UF0 activity and other technologies pote| |
ntially useful to the public.
(https://en.wikipedia.org/wiki/Gary_McKinnon)




:Use of IMs hy Terrorists
il) Dark weh attack & Grypto Gurrency:
al.onion h) @Signait
c) Ransomeware ) BTC

i) Growing use of Cloud & Cloud not forensics
friendly.

Iv] Difficulties in transfer of information hy
Intermediaries abroad.

vl VOIP Call & SIP




Encryption
Two Way sword
: End to End encryption used by terrorist groups
:ISIS Gase in India: Use of Telegram.

Indian Penal Code
In section 118, In for the words
“Yoluntarily conceals hy any act or illegal omission, the
existence of a design”, the words “Voluntarily conceals by any
act oromissionorhy the use of encryption or any other
information hiding tool, the existence of a design “ shall he
substituted.

In section 119, In for the words “Voluntarily conceals by
any act or illegal omission, the existence of a design”, the words
“Yoluntarily conceals by any act or omission or by the use of
encryption or any other information hiding tool, the existence of
a design “ shall he substituted;




DARK-WEB : TOR: .OINON

hitn://www theverge.com/2013/12/18/5224130/fbl-
agents-tracked-harvard-bomb-threats-across-tor


http://www.theverge.com/2013/12/18/5224130/fbi-agents-tracked-harvard-bomb-threats-across-tor

WELCOMING CHALLENGES

® EXPERIMENTING ATTITUDE

® TECHNO-LEGAL KNOWLEDGE ACQUISITION :

® CODING : 1) ANY ONE LANGUAGE: MAY BE PYTHON & JAVASGRIPT

® 2] MAY BE A MEMBER OF CODING COMMUNITY

® THINK FROM THE MIND OF AN DEFENCE LAWYER.

® CAN NOT DEAL ON THE SUSPECT DEVICE

® DOCUMENT EVERY STEP IN THE ROAD MAP OF THE ELECTRONIC EVIDENCE.

° TAKE HELP OF SECTION 27 & 8 OF IER IN CASE THE TECH-SAUWY AGGUSED IS
ONLY AWARE OF THE MODUS AND MOTIVE OF TECH-CRIME.




° LOCARD'S EXCHANGE PRINCIPLE:
® PAUL L. KIRKEXPRESSED THE PRINCIPLE AS FOLLOWS:

® "INHEREVER HE STEPS, WHATEVER HE TOUCHES, WHATEVER HE LEAVES, EVEN UNCONSCIOUSLY,
WILL SERVE AS A SILENT WITNESS AGAINST HIM. NOT ONLY HIS FINGERPRINTS OR HIS
FOOTPRINTS, BUT HIS HAIR, THE FIBERS FROM HIS CLOTHES, THE GLASS HE BREAKS, THE TOOL
MARK HE LEAVES, THE PRINT HE SCRATCHES, THE BLOOD OR SEMEN HE DEPOSITS OR COLLECTS.
ALL OF THESE AND MORE, BEAR MUTE WITNESS AGAINST HIM. THIS IS EVIDENCE THAT DOES NOT
FORGET. IT IS NOT CONFUSED BY THE EXCITEMENT OF THE MOMENT. IT IS NOT ABSENT BECAUSE
HUMAN WITNESSES ARE. IT IS FACTUAL EVIDENCE. PHYSICAL EVIDENCE CANNOT BE WRONG, IT
CANNOT PERJURE ITSELF, IT CANNOT BE WHOLLY ABSENT. ONLY HUMAN FRILURETO FINDIT,
STUDY AND UNDERSTAND IT, CAN DIMINISH ITS VALUE."

IN FORENSIC SCIENCE, LOCARD'S EXCHANGE PRINCIPLE HOLDS THAT THE PERPETRATOR OFA
CRIME WILL BRING SOMETHING INTO THE CRIME SCENE AND LEAVE WITH SOMETHING FROMIT,
AND THAT BOTH CAN BE USED AS FORENSIC EVIDENCE. DR. EDMOND LOCARD, A PIONEER IN
FORENSIC SCIENCE HAD FORMULATED THE BASIC PRINCIPLE OF FORENSIC SCIENCE AS: "EVERY
CONTACT LEAVES A TRACE"

(HTTPS://EN.WIKIPEDIA.ORG/WIKI/LOCARD%27S EXCHANGE PRINCIPLE)

THE PRINCIPLE IS SOMETIMES STATED AS “EVERY CONTACT LEAVES A TRACE”, AND APPLIES TO
CONTACT BETWEEN INDIVIDUALS AS WELL AS BETWEEN INDIVIDUALS AND A PHYSICAL
ENVIRONMENT.



https://en.wikipedia.org/wiki/Forensic_science
https://en.wikipedia.org/wiki/Forensic_evidence
https://en.wikipedia.org/wiki/Edmond_Locard
https://en.wikipedia.org/wiki/Locard's_exchange_principle
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Section 9 of Indian Evidence Act, 1872. Facts
necessary to explain or introduce relevant
facts.-Facts necessary to explain or introduce
a fact 1in 1issue or relevant fact, or which
support or rebut an inference suggested by a
fact 1in 1issue or relevant fact, or which
establish the identity of any thing or person
whose identity is relevant, or fix the time or
place at which any fact in issue or relevant
fact happened, or which show the relation of

parties by whom any such fact was transacted,

are relevant in so far as they are necessary

for that purpose.
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section 79A of IT Act

| ’.'
4
Explanation: ~
. -
at
"Electronic Form Evidence™ means any
information of probative value that is either
stored or transmitted in electronic form and ;
includ ter evid digital audi
INCIUUEGS COMpuUter eviaence, aigital auaio, |
digital vid Il ph digitalf
1911a1l Viteo, Gl PNones, uigiai 1ax -
|
machines” :
|




Frye vs. United States, 293 F. 1013: Admissibility of Sclentific Evidence:
Expert opinion hased on sclentific technique

Is admissihie only where the technique

Is generally accepted as rellable In the relevant sclentific community.

Dauber vs. Merrell Dow Pharma., 509 U.S.579(1993): Supreme Court ruled s
thatthe Federal Rules of Evidence superseded Frye as the standard for '
admissibility of expert evidence In federal court.

Rule 702 of the Federal Rules of Evidence provides (in part:

If scientific, technical, or other specialized knowledge will assist the trier
of fact to understand the evidence or to determine a fact in issue, a
witness qualified as an expert by knowiedge, skill, experience, training, or
education, may testify thereto in the form of an opinion or otherwise...




O A prmertoBitcoinand 1 X e! 8locchain Course | Bloc X
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Digital Fingerprints

* Four score and seven years ago our fathers brought forth on this
continent, a new nation, conceived in Liberty, and dedicated to the
proposition that all men are created equal.

* Digital fingerprint: fcf8051a5eb023008b280c00f18758f5

* Four score and seven years ago our fathers brought forth on this
continent, a new nation, conceived in Libgaty, and dedicated to the
proposition that all men are created equ

* Digital fingerprint : 8a6d1925ba7f94feff3ebf93cafcde54
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A primer to Bitcoin and the Blockchain | Adam Winter | TEDxColumbus

£ 018 viswe & M1

-

TomiukBivas.pdf b = Meet Bivas Chatter...pdf #

H O Type here to search

31{-) The concepts of Bitcoin and
51 thelr lmpact on the worldwide

Bitcoin - distributing power &
trust | Eric Spano |

Blockchain, the future of money
| Nicolas Cary

New Kids on the Blockchain |
_ ¥ | Lome Lantz |

\ After watching this, your brain
b4 will not be the same | Lara Boyd
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“Evidence” .— “ Evidence” means and includes—(1) all

statements which the Court permits or requires to he made

hefore it by witnesses, in relation to matters of fact under

inquiry, such statements are called oral evidence;
(2] 5 [all documents including electronic records produced for | [
the inspection of the Gourtl, such documents are called
documentary evitdence.

“electronic form”, “electronic records”, “information”, “secure
electronic record”, “secure digital signature” and
“subscriher” shall have the meanings respectively assigned
to them in the Information Technology Act, 2000 (21 0f 20001.]



https://indiankanoon.org/doc/152703617/
https://indiankanoon.org/doc/167842156/

® 2(K)"GOMPUTER RESOURCE" MEANS COMPUTER, COMPUTER SYSTEM,
COMPUTER NETWORK, DATA, COMPUTER DATA BASE OR SOFTWARE;

® (L)"COMPUTER SYSTEM" MEANS A DEVICE OR COLLECTION OF DEVICES,

INCLUDING INPUT AND OUTPUT SUPPORT DEVICES AND EXCLUDING
CALCULATORS WHICH ARE NOT PROGRAMMABLE AND CAPABLE OF BEING
USED IN CONJUNCTION WITH EXTERNAL FILES WHICH CONTAIN COMPUTER
PROGRAMMES, ELECTRONIC INSTRUCTIONS, INPUT DATA AND OUTPUT DATA
THAT PERFORMS LOGIC, ARITHMETIC, DATA STORAGE AND RETRIEVAL,
COMMUNICATION CONTROL AND OTHER FUNCTIONS;




® 2(0)"DATA" MEANS A REPRESENTATION OF INFORMATION, KNOWLEDGE, FACTS,
CONCEPTS OR INSTRUCTIONS WHICH ARE BEING PREPARED OR HAVE BEEN
PREPARED IN A FORMALISED MANNER, AND IS INTENDED TO BE PROCESSED, IS BEING
PROGESSED OR HAS BEEN PROCESSED IN A COMPUTER SYSTEM OR COMPUTER

NETWORK, AND MAY BE IN ANY FORM (INCLUDING COMPUTER PRINTOUTS
MAGNETIC OR OPTICAL STORAGE MEDIA, PUNCHED CARDS, PUNCHED TAPES) OR
STORED INTERNALLY IN THE MEMORY OF THE COMPUTER;

® (R] "ELECTRONIC FORM", WITH REFERENCE TO INFORMATION, MEANS ANY
INFORMATION GENERATED, SENT, RECEIVED OR STORED IN MEDIA, MAGNETIC,
OPTICAL, COMPUTER MEMORY, MICRO FILM, COMPUTER GENERATED MICRO FICHE
OR SIMILAR DEVICE;



https://indiankanoon.org/doc/1849885/

® (V] "INFORMATION" INCLUDES 2 IDATA, MESSAGE, TEXTI], IMAGES, SOUND, VOICE, CODES,
COMPUTER PROGRAMMES, SOFTWARE AND DATA BASES OR MICRO FILM OR COMPUTER
GENERATED MICRO FICHE.

® ') "COMPUTER NETWORK" MEANS THE INTERCONNECTION OF ONE OR MORE COMPUTERS
THROUGH-

® (1) THE USE OF SATELLITE, MICROWAVE, TERRESTRIAL LINE OR OTHER COMMUNICATION
MEDIR; AND

® (I TERMINALS OR A COMPLEX CONSISTING OF TIWO OR MORE INTERCONNECTED
COMPUTERS WHETHER OR NOT THE INTERCONNECTION IS CONTINUOUSLY MAINTAINED;



https://indiankanoon.org/doc/146402352/

1 Justice Stephen Breyer of the US Supreme Gourt ----“Science in the Courtroony,
“Inthis age of science, science should expect to find a warm welcome, perhaps
permanent home, in our courtrooms... Our decisions should reflect a proper
scientific and technical understanding so that the law can respond to the need
the public.”

3] In State of Maharashtra vs. Praful B. Desal (RIR 2003 SC 2053) the Hon;ble :
Supreme Court has ohserved that advancement in science and technology has | §
also heiped the process of law in administration of Justice.




As per section 2 (1) of IT Act, 2000"Computer” means any electronic, magnetic,

ontical or other high-speed data processing device or systom which performs
logical, arithmetic, and memory functions by manipulations of electronic,

magnetic or optical impuises, and includes all Input, output, processing, storage, | &
computer software, or communication facliities which are connected or related to) &
the computer in a computer system or computer network;

As per section 2(ha) of IT Act, 2000 "Communication Device™ means Cell Phones,
Personal Digital Assistance (Sic), or combination of both or any other device used

to communicate, send or transmit any text, video, audio, or image.

"Hash function” means an algorithm mapping or translation of one sequence of

bits into another, generally smaller, set known as "Hash Result” such that an
electronic record yields the same hash result every time the algorithm s

executed with the same electronic record as its input making it computationally
infeasible (a) to derive or reconstruct the original electronic record from the hash
result produced by the algorithm; (b) that two electronic records can produce the




] ]

Section 4(1) and 4(2) of Cr.P.C. provide that the provisions of CrPC.areequally | ©
applicable in cases relating to other effences which may include offences under
Information Technology Act. The following are the special provisions whichare| ©
having overriding efiect with Cr.PC. in case of police investigation.

Snecial Provisions in IT Act & ITA Act:

Section 76: Confiscation

Section 77A: Compounding of offences

Section 77B: Offence of Three years hailable

Section 78 :Investigation hy Inspector and ahove

Section 80: Power to enter, Search, arrest without warrant any person who is
reasonably suspected of committed or committing or ahout to commit any
effence under this Act.
Section 84A : Modes or methods for encryption B
Section 77: Compensation, penaities or confiscation not to interfere with other | |
punishment.




IN THE SUPREME COURT OF INDIA
CRIMINAL APPELLATE JURISDICTION
CRIMINAL APPEAL NO. 1222 OF 2016
(Arising out of S.L.P. [Criminal) No. 7675 of 2015)
Sharat Babu Digumarti ..Appeliant(s)
Versus ;.
Govt. of NCT of Delhi ..Respondent(s) @

“Once the special provisions having the overriding effect o cover a criminal

act and the offender, he gets out of the net of the IPC and in this case, Section

292. Itis apt to note here that electronic forms of transmission is covered hy

the IT Act, which is a special law. Itis settled position in law that a special law ~
shall prevail over the general and prior laws. When the Act in various

provisions deals with obscenity in electronic form, it covers the offence under

Section 292 IPC.“




Four steps to traceability

Traceahility can be expressed in four independent steps.
First, one determines the IP address to be traced.

Second, one establishes which ISP (or perhaps a universityl has heen allocated the IP 2
address.

Investigation with wehsites: whois
hitps://www.whois.com/



https://www.whois.com/

FORENSICS ANALYSIS INVOLVES THE FOLLOWING STEPS: 2

1 COLLECTION - SEARCH AND SEIZING OF DIGITAL EVIDENCE, AND ACQUISITION OF DATA.
1 EXAMINATION — APPLYING TECHNIQUES TO IDENTIFY AND EXTRACT DATA.

1 ANALYSIS - ANALYSIS BY USING DATA AND RESOURCES WITH STANDARD NORMS.

1 REPORTING - PRESENTING THE REPORT.

1 COMPUTER FORENSIC ANALYSIS CONSISTS OF THE FOLLOWINGS:

o STORAGE MEDIA ANALYSIS ,
o SOFTWARE SOURCE CODE ANALYSIS.
o NETWORK TRAFFIC AND LOGS ANALYSIS.




ON OVERALL STUDY OF ANDROID ARCHITECTURE ESPECIALLY ITS SECURITY FEATURES IN
THE FORM OF SANDBOXING, PERMISSION MODEL, ETC. ARE COMING IN THE WAY FOR A
BETTER FORENSIC ANALYSIS OF THE TARGET SYSTEM. THERE ARE VARIOUS TYPES OF DATA
ON ANDROID DEVICES NAMELY SMS, MMS, CHAT MESSAGES, BACKUPS, E- MAIL, CALL
LOGS, CONTACTS, PICTURES , VIDEOS, BROWSER HISTORY, GPS DATA, DATA IN VARIOUS
INSTALLED APPLICATION LIKE FACEBOOK, TWITTER, ETC. WHICH TODAY’S ANDROID
FORENSIC EXPERTS ARE TO ANALYZE IN A VERY EFFICIENT WAY. AGAIN THERE ARE
VARIOUS APPLICATIONS, SOME OF WHICH ARE COMING WITH ANDROID, SOME ARE
INSTALLED BY THE MANUFACTURER OR WIRELESS CARRIER OR THE USER HIMSELF/
HERSELF. THESE APPLICATIONS AND THE DATA WITHIN ARE TO BE EXAMINED BY TODAY’S
FORENSIC EXPERT. IMAGING AND ANALYZING THE ANDROID RAM OR MEMORY AND
ACQUIRING THE ANDROID SD CARD IS ALSO AN IMPORTANT STEP IN ANDROID FORENSIC
ANALYSIS. THE PROCESS OF RECOVERING THE DELETED DATA FROM THE INTERNAL
ANDROID DEVICE AND SD CARD HAS ALSO BEEN DEVELOPED. IN ANDROID FORENSIC
ANALYSIS, USER DICTIONARY ANALYSIS PROVIDES AN IMPORTANT SOURCE OF FORENSIC
DATA. GMAIL ANALYSIS, GOOGLE CHROME ANALYSIS, GOOGLE MAP ANALYSIS, GOOGLE
HANGOUT ANALYSIS, GOOGLE KEEP AND PLUS ANALYSIS, FACEBOOK AND FACEBOOK
MESSENGER ANALYSIS, SKYPE, VIBER, WATSAPP, ETC ANALYSIS , ESPECIALLY RECOVERING
THE VIDEO MESSAGES FROM SKYPE AND DECRYPTING THE WHATSAPP BACKUP ARE
IMPORTANT STEP IN TODAY’S ANDROID FORENSIC ANALYSIS.




PYTHONETC.....

FORENSIC INVESTIGATION USING JAVA OR PYTHON MAY BE
OF GREAT HELP TO THE FORENSIC INVESTIGATOR
IMPORTING SOCKET AND OTHER WAY. NOWADAYS IN MORE
AND MORE CASES OF CLOUD COMPUTING, BIG DATA
ANALYSIS, MOBILE APP DEVELOPMENT, NETWORK
FORENSICS PYTHON CODE IS BEING USED. PYTHON
PROGRAMMING IS OF GREAT USE IN PORT SCANNING,
WEBSITE CLONING, WEB SERVER FINGER PRINTING,
WIRELESS NETWORK SCANNING, ACCESSING MAIL SERVER,
ETC. USING THE PYTHON AND GOOGLE API, THE LOCATION
OF IP ADDRESSES CAN BE ANALYZED.




LINUK BASE

° AUTOPSY

® HTTPS://WWW.SLEUTHKIT.ORG/AUTOPSY/

® PENETRATION TESTING WITH THE KALI LINUX DISTRIBUTION
® HTTPS://WWWW.KALLORG/

* BE CAREFUL ABOUT SECTION 72, 43, 43R OF ITR, 2000 AND OTHER
PROVISIONS OF LAWS

® MUST HAVE SPECIFIC NDA-INDEMNITY SORT OF AGREEMENT

° FOR JUDICIAL MATTER : BY APPROPRIATE AUTHORITIES AND SPECIFIC
SEARCH WARRANT: ATH AMENDMENT, BILL OF RIGHT: USA



https://www.sleuthkit.org/autopsy/
https://www.kali.org/

1) ldentity Theft
2] Spam and Cyber Stalking
3] Infringement of privacy
4) Hacking-
White Hat .
Black Hat '
Grey Hat

Hacktivist

1.Cyherterrorism s
2. Freedom of Information 2




9] Cyher Terrorism: - Terrorism in cyber world is cyherterrorism. Section 66F of the ITA Act, 2008
defines the word cyher terrorism in the following way:

“(1) whoever -

(A) With intent to threaten the unity, integrity, security or sovereignty of India or to strike terror in
the people or any section of the people hy -

(i) Denying or cause the denial of access to any person authorised to access computer resource;
or

(i) Attempting to penetrate or access a computer resource without authorisation or exceeding
authorised access; or

(i) Introducing or causing to introduce any Computer Contaminant, and by means of such
conduct causes or is likely to cause death or injuries to persons or damage to or destruction of
property or disrupts or knowing that it is likely to cause damage or disruption of supplies or
services essential to the life of the community or adversely affect the critical information
infrastructure specified under section 70, or

(B) knowingly or intentionally penetrates or accesses a computer resource without authorisation
or exceeding authorised access, and by means of such conduct obtains access to information, data
or computer datahase that is restricted for reasons of the security of the State or foreign relations;
or any restricted information, data or computer database, with reasons to helieve that such
information, data or computer datahase so obtained may he used to cause or likely to cause injury
to the interests of the sovereignty and integrity of India, the security of the State, friendly relations
with foreign States, public order, decency or morality, or in relation to contempt of court, defamation
or incitement to an offence, or to the advantage of any foreign nation, group of individuals or




Important Cases on Cyher Terrorism
White Supremacist Movement --—1996.

Institute of Glohal Communication Case -1998.
LTTEAttack Srilankan Embassy-1998.
Milworm hacked Bhaha Atomic Research Cerntre —1998.
Attack upon NATO computers -—-1999.
Chinese Code Red Virus - 2001.

Hacking U.S. Justice Departments —-2001.

Pak Hacker attacked Eastern Railway Site-2008
26/11 Attack in India.




6] Child Pornography & Pornography

7 Cyher Warfare

8] Cyher Suuatting

9] Economic Esplonage

10) Software Piracy and other Copyright Vielation
111 Gomputer Forgery and Counterfeiting o
12] Virus / worm attacks

13) Sahotage and Extortion by using Gomputer.

14 Phishing and other Gyber Fraud

15) Defamation, Hate Speech, Racist, Blogs and Xenophobic Propaganda

16) Online Gambling

171 Email Spoefing

18] Data Dibbling

19) Weh Jacking

20) Email Bombing




In June, 3.7 million phones worldwide hecame infected with malware, Beijing
researchers finds.

Mobile malware is rising fast, infecting nearly 13 million phones in the world during
the year first half of 2012, up to 177% from the same period a year ago. This came as
the security vendor found 5,582 malware programs designed for Android during the
month, another unprecedented numher for the
period.(hitp://www.computerworid.com)

SELinux: Security Enhanced Linux



http://www.computerworld.com/

OAnp Stores
OMohile Malware 3
00S and App Undates -
OMobhile Application Vulnerahilities
BPrivacy Issues (Geo-location)

@Data Security

BExcessive Permissions

@Communication Security

@Physical Attacks

@Security Issues arising from App Stores

@insufficient or no vetting of apps.

GMalicious apps can damage other application and data and send your sensitive data to
attackers.

@Threats of Mobhile Malware

SMobile malware




App Sandboxing Issues

sandboxing helps protect systems and
users by limiting the resources the app can
access in the mohile platform.




Android Trojan: ZitMo:
Litmo is the notorious mohile component of the Zeus hanking Trojanthat circumvents two
factors authentication hy intercepting SMSconfirmation codes to access hank accounts.

Android 0S/GingerBreak is a Trojan that affects mobhile devices which drops and executes
another trojan detected as Exploit.

Trojan sends the contact information to a remote location using TripleDES Encryption
(DESede).

Cawitt:
Cawitt operates silently in the hackground, gathering information like device ID,
International Mobile Equipment ldentity (IMED) number, phone number, etc.

FakeToken:

FakeToken steals hoth hanking authentication factors directly from the mobile device.




Phishing scams are now a part of everyday life. It's important

that you know how to spot one and avoid becoming a victim. @
Phishing scams are just another attempt to get valuable

information. Scammers sent a mass email to every address

they can find. Typically the message will appear to come from a

bank or financial institution. 3
Phishing Using Email ‘
Phishing Using Phones
Phishing Using Surveys
Phishing Using Customer Authentication. :




“The internet is an international network of s
interconnected computers.”

The Supreme Court of United States of America (U3
InAGLU v. Reno, 521 US 844. :




Cyher Crimes against Property - Financial crimes - e
cheating on-line - lllegal funds transfer.

Cyher Crimes against Persons — On-line harassment, Cyher
Stalking, Obscenity. 5

Cyher Crimes against Nations - Cyher Terrorism — Damaging
critical information infrastructures.




Tinformation Technology Act,2000.
2) Information Technology (Amendment Act),2008.

3] Rules under iInformation Technology Act.




In the Statement of Ohjects and Reasons ‘
to the IT Act, itis stated:

| | | |
|
n I g




Subject matter of Information Technology Act

Chapter -1 Short Title, Extent, Commencement and Application and Definitions
Chapter - 11 Digital signature and Electronic Signature

CHAPTER il Electronic Governance
Chapter IV Acknowledgement and service
Chapter V Secure Record and Signature pa
Chapter V1 Regulation of Certifying Authorities

Chapter Vil Electronic Signature Certificates

Chapter Vlii : Duties of Subscrihers

Chapter IX of the sald Act talks ahout penalties and adjudication for various
offences.

Chapter X which envisage the Cyher Appeliate Tribunal -
Chapter Ki of the sald Act talks ahout various offences
Chapter:Xil : Intermediaries
Chapter KIIA: Examiner of Electronic Evidence 4
Chapter Klll : Miscellaneous :




6. Use of Electronic Records and Electronic Signature in Government and Iits
agencles.-

(1) Where any law provides for -

(a] the filing of any form, application or any other document with any office, :
authority, body or agency owned or controlied by the appropriate pa
Government in a particular manner:

(h) the issue or grant of any license, permit, sanction or approval by

whatever name called in a particular manner:

(c) the receipt or payment of money In a particular manner, then,

notwithstanding anything contained In any other law for the time heing In i
force, such requirement shall he deemed to have heen satistied Iif such :
flling, issue, grant, recelpt or payment, as the case may he, is etfected by =
means of such electronic form as may he prescribed by the appropriate
Government ”




1. Retention of Electronic Records -

(1) Where any law provides that documents, records or Information shall he retained for
any specific period, then, that requirement shall be deemed to have heen satisfied If such
decuments, records or information are retained In the electronic form, If -

(a) the information contained therein remains accessible o as to be usable for a
subsequent reference;

(h) the electronic record is retained in the format in which it was originally generated,
sent or received or In a format which can he demonstrated to represent accurately the
information originally generated, sent or received;

(c) the details which will facilitate the dentification of the origin, destination, date and
time of dispatch or receint of such electronic record are avaliable in the electronic
record:




1-A. Audit of Documents etc In Electronic form -

Where In any law for the time heing in force, there Is a provision for audit of documents,
recoris or Information, that provision shall aiso he appiicabie for audit of documents, by
records or information processed and maintained in electronic form. 2

8. Publication of rules, regulation, etc, in Electronic Gazette

Where any law provides that any rule, regulation, order, bye-law, notification or any other
matter shall be published in the Official Gazette, then, such requirement shall he
deemed to have been satisfied if such rule, regulation, order, bye-law, notification or any
other matter is published in the Official Gazette or Electronic Gazette:

Provided that where any rule, regulation, order, bye-law, notification or any other matters
y y y y

published in the Official Gazette or Electronic Gazette, the date of publication shall he

deemed to be the date of the Gazette which was first published in any form. ’




11. Attribution of Electronic Records -

An electronic record shall he attributed to the originator, -

(a) [Ifitwas sent by the originator himselt;
(b byapersonwho had the authority to act on hehalf of the originator in respectofthat | @
electronic record; or S
(¢c) byaninformation system programmed by or on hehalf of the originator to operate
automatically.

12. Acknowiledgement of Receipt. -

(1) Where the originator has not agreed with stipulated that the acknowiedgment of

receint of electronic record be given in a particular form or by a particular methed, an i
acknowledgment maybe given by -

(a) Anycommunication by the addressee, automated or otherwise; or

(h) Any conduct of the addressee, sufficient to indicate to the originator that the :
electronic record has been received. 7




13. Time and place of dispatch and recelpt of electronic record. -

(1) Save as otherwise agreed to hetween the originator and the addressee, the dispatch
of an electronic record occurs when it enters a computer resource outsiie the control
of the originator.

(2) Save as otherwise agreed hetween the originator and the addressee, the time of
receint of an electronic record shall he determined as follows, namely -

(a) Ifthe addressee has designated a computer resource for the purpose of receiving
electronic records, -

(0 Receipt occurs at the time when the electronic record enters the designated
computer resource; or

() Ifthe electronic record is sent to a computer resource of the addressee that Is not
the designated computer resource, receipt occurs at the time when the electronic
record is retrieved by the addressee;




(h) [fthe addressee has not designated a computer resource along with
speclfied timings, If any, receipt occurs when the electronic record enters the
computer resource of the adidressee.

(3) Save as otherwise agreed hetween the originator and the adidressee, an
electronic record is deemed to be dispatched at the place where the originator
has his place of business, and is deemed to he received at the place where the
addressee has his place of business.

(4) The provisions of sub-section (2) shall apply not withstanding that the place
where the computer resource Is located may be different from the place where
the electronic record is deemed to have been received under sub-section (3).




Judgement on Section 11,12 and 13 of the Information Technoloyy Act, 2000:

The relevant landmark judgement in this respect is PR. Transport Agency vs. Union

of India in Civil Misc. Writ Petition No. 58468 of 2005 decided hy High Court 0f 3
Allahahad which was decided on: 24.09.2005 and reported in AIR, 2006 All, 23 or 2
2006(1) AWG 504.

Section 13(3) of the Information Technology Act has covered this difficulty of “no
fixed point either of transmission or of receipt’. According to this section “..an
electronic record is deemed to be received at the place where the addressee has
his place of business."

The acceptance of the tender will be deemed to be received by PRTA at the places
where it has place of business. In this case it is Varanasi and Chandauli both in U.P.




10-A. Validity of contracts formed through
electronic means.-

Where in a contract formation, the communication of propesals, the
acceptance of proposals, the revocation of proposals and acceptances, as
the case may be, are expressed in electronic form or by means of an
electronic record, such contract shall net he deemed to he unenforceable
solely on the ground that such electronic form or means was used for that
purpose.




Jurisdiction
Section 75 of IT Act

15. Act to apply for offence or contraventions committed outside India.- @
(1) Suhject to the provisions of sub-section (2), the provisions of this Act

shall apply also to any offence or contravention committed outside India

hy any person irrespective of his nationality.

(2) For the purposes of sub-section (1), this Act shall apply to an offence
or contravention committed outside India by any person If the act or

conduct constituting the offence or contravention invelves a computer,
computer system or computer network located in india. o




4. Extension of Code to extra-territorial offences.- The provisions of this Code apply
aiso to any offence committed hy-
(1] any citizen of india In any place without and heyond India;

(2) any person on any ship or aircraft registered In india wherever it may he.

(3) any person in any place without and heyond India committing offence targeting a
computer resource locating in india.l

Explanation- In this section.--

(al the word "offence"” Includes every act committed outside India which, if =
y
committed in India, would be punishable under this Code. ;

(h) the expression ‘computer resource’ shall have the meaning assigned to it in
clause (k) of sub-section (1) of section 2 of the Information Technology Act, 2000 (21
0f 200011




Banyan Tree Holding (P) Ltd. V. A. Murall Krishnan Reddy & Anr, 2010 (42] PTC 361

(Del), has ohserved:

“At the outset, this court does not subscrihe to the view that the mere accessiblility

of the Defendants " wehsite in Delhi would enable this Court to exercise

Jurisdiction. A passive wehsite, with no Intention to specifically target audiences i
outside the State where the host of the wehsite is located, cannot vest the forum .»_4-
court with jurisdiction.” =

“The learned single Judge in India TV acknowiedged that a mere accessibility of
website may not be sufficient to attract jurisdiction of the forum court. This, in the
considered view of this Court, is the correct position in law.”

“A passive website, with no intention to specifically target audiences outside the
State where the host of the website is located, cannot vest the forum court with
Jurisdiction. This court is therefore unable to agree with the proposition lald down
in Gasio. The said decision cannot be held to be good law and to that extent is
overruled.”




“A mere hosting of an interactive web-page without
any commercial activity heing shown as having heen
conducted within the forum state, would not enahle
the forum court to assume jurisdiction. Even if one
were to apply the ,effects test, it would have to he
shown that the Defendant specifically directed its
activities towards the forum state and intended to
produce the injurious effects on the Plaintiff withinth
forum state.”

o
&




Offences under IT Act, 2000 & ITA Act,2008:

Section 65 - Tampering with computer source documents

Section 66. Computer Related Otfences. - If any person, dishonestly, or
fraudulently, does any act referred to in section 43, he shall he punishahle with
Imprisonment._...

668 Punishment for dishonestly recelving stolen computer resource or
communication device.

66C Punishment for identity theft.

66D Punishment for cheating hy personation hy using computer resource. «
66E Punishment for violation of privacy

66F Punishment for cyher terrorism.

67 Punishment for publishing or transmitting ohscene material in electronic

form.




67 A Punishment for publishing or transmitting of material containing

sexually explicit act, etc, In electronic form.

67 B Punishment for publishing or transmitting of material depicting

children in sexually explicit act, etc., In electronic form.

67 C Preservation and retention of Information by Intermediaries.
T Misrepresentation to the Controlier or the Certifying Authority. pa
12 Offence relating to Breach of Confidentiality and Privacy

124 Offence relating to disclosure information in breach of lawful contract

13 Publishing Digital Signature Certificate faise in certain particulars.

14 Offence relating to Publication of fraudulent purpese

848 Ahetment of offence &
84C Attempt to commit offences




Cyher Crimes against Property - Financial crimes - cheating on-line -
lllegal funds transfer ‘

69. Tampering with Computer Source Documents.- =
Whoever knowingly or intentionally conceals, destroys or aiters or intentionally or
knowingly causes another to conceal, destroy or alter any computer source cotle

used for a computer, computer program, computer system or computer network,

when the computer source code is required to be kept or maintained by law forthe #
time heing in force, shall be punishable with imprisonment up to three years, or with
fine which may extend up to 2 lakh rupees, or with hoth.

Explanation - For the purposes of this section, "Computer Source Code” means the
listing of programme, Computer Commands, Design and layout and program analysis
of computer resource in any form. ;




Syed Aslfuddin and Ors. ¥'s. The State of Andhra Pradesh & Anr. In Crl. Petn. Nos. 2601
and 2602 of 2003 which has been declded by the Hon'bie High Court 0f Andhra
Pradesh on: 29.07.2005 and reported In 2005 CriL) 4314

1.A cell phone is a computer as envisaged under the Information Technology Act.
2. ESN and SID come within the definition of “computer source code” under section
65 of the Information Technology Act.

3. When ESN is altered, the offence under Section 65 of Information Technology Act
is attracted hecause every service provider has to maintain its own SID code and
also give a customer specific number to each instrument used to avail the services
provided.

4. Whether a cell phone operator is maintaining computer source code, is a matter
of evidence.

9. In Section 65 of Information Technology Act the disjunctive word "or" is used in
hetween the two phrases -

a. "when the computer source code is required to he kept”

h. "maintained by law for the time being in force"




Cyber Law & Adjudication Issues in India: | |

section 43. Penaity and Gompensation for damage to computer,
computer system, etc.
section 46: Power to Adjudicate.

section 47: Factors to he taken into account by the adjudicating
officer.

Section 48: Establishment of Cyber Appellate Tribunal







43. Penalty and Compensation for damage to computer, computer system, etc. -

If any person without permission of the owner or any other person who Is in charge of

a computer, computer system or computer network, -

(a) Accesses or secures access to such computer, computer system or computer

network or computer resource;

() downloads, copies or extracts any data, computer data hase or information from
such computer, computer system or computer network including information or data @
held or stored in any removahle storage medium;

(c) Introduces or causes to be introduced any computer contaminant or computer

virus into any computer, computer system or computer network;

(d) damages or causes to be damaged any computer, computer system or computer
network, data, computer data base or any other programs residing in such computer, =
computer system or computer network;

(e) Disrupts or causes disruption of any computer, computer system or computer
network;




(0 Denies or causes the denial of access to any person autherised to access any
computer, computer system or computer network by any means;

() provides any assistance to any person to facliitate access to a computer, 5
computer system or computer network In contravention of the provisions of this
Act, ruies or regulations made there under; =
(h) Charges the services availed of by a person to the account of another person
by tampering with or manipulating any computer, computer system, or computer
network;

(0 destroys, deletes or alters any information residing in a computer resource or
diminishes its value or utility or affects it injuriously by any means;

() Steals, conceals, destroys or alters or causes any person to steal, conceal, i
destroy or alter any computer source code used for a computer resource with an -
intention to cause damage;

he shall be liable to pay damages by way of compensation to the person so Ve
/.
affected.




43-A. Compensation for failure to protect data. -

Where a hody corperate, possessing, dealing or handling any sensitive personal data or
Information in a computer resource which it owns, controls or operates, Is negligent In
Implementing and maintaining reasonable security practices and procedures and thereby
causes wrongful loss or wrongful gain te any person, such body corporate shall be liable to
pay damages by way of compensation to the person so affected.

45, Residuary Penalty- :
Whoever contravenes any rules or regulations made under this Act, for the contravention -
of which no penaity has heen separately provided, shall he liahle to pay a compensation

not exceeding twenty-five thousand rupees to the person affected by such contravention o

a penality not exceeding twenty-five thousand rupees.

61. Civil court not to have jurisdiction. -

No court shall have jurisdiction to entertain any suit or proceeding in respect of any matter
which an adjudicating officer appointed under this Act or the Cyher Appellate Tribunal
constituted under this Act is empowered by or under this Act to determine and no :
injunction shall he granted by any court or other authority in respect of any action taken or
to be taken in pursuance of any power conferred by or under this Act.




Cyber Crimes against Nations - Cyber Terrorism - Damaging criticals
information infrastructures:

CYBERTERRORISM: Cyherterrorism is the convergence of terrorism and
cyberspace.

Section 66F of ITA, 2008: Definition and Punishment of Cyherterrorism: Life
Imprisonment.

Section 70 : Any person who secures access or attempts to secure accesstoa
protected system punishahle upto 10 years.

National Cyher Security Policy 2013 to protect "Critical Information infrastructu
:24 x 7 hours protection



As we find in Krishnan vs. Krishnaveni, AIR, 1997 SC, 987, Section 499 | ©
of IPC is meant for defamation with respect to a person but it never | |
includes defamation against the state or nation. Defamation agains
the state is covered under law of terrorism and if the process is
through cyher world or online then it is terrorism. !




Cyher Pornography : Child and Woman
T)Report of National Crime Records Bureau, 2013

Incidence 0f Cases Registered And Number 0f Persons Arrested Under Cyber
Crimes (IT Actl During 2013 (All-India)

Offence: Obhscene publication/transmission in electronic form: No. 0f Gase
Registered: 1203 (28% of all cases under IT Act)

Person Arrested: 731 (39% of all cases under IT Act)

2) Report of National Crime Records Bureau, 2012

Incidence 0f Cases Registered And Number 0f Persons Arrested Under Cyber

Crimes (IT Actl During 2012: 3
Offence: Obhscene publication/transmission in electronic form: No. 0f Case -
Registered: 989 out of 2876 (20% of Total Cases under IT Act)(All india basis] In

West Bengal: No. 0f Case Registered: 51 of 196 (26% of Total Cases under IT Act)




DPS MMS Case: in 2004 a young male school student of

DPS had allegedly transmitted the clipping to few people
containing picture of the girl who had participated in the sexual
act which was captured in mebiie phone.

The pictures spread throughout the country like fire through MMS
and Email. t was a social death for the girl. It even spread across
the world. The hoy was arrested. A student of liT Kharagpur had
posted the sald clipping on the auction web-site called
‘hazee.com’ for sale. The student of lIT Kgp and the M.D. of
‘hazee.conr’ was arrested. Offence u/s 292 IPG and 67 11,2000
Initiated.




Hickiin’ test of ohscenity, : “ think the test of ohscenity Is this, whether the tendency
of the matter charged as ohscenity Is to deprave and corrupt those whose minds are
open to such Immoral Influences, and into whose hands a publication of this sort may
fall.

Miller Test: The M///ertest was developed in the 1973 case Miller vs. It has three
parts:

Whether "the average person, applying contemporary standards ", would find that
the work, taken as a whole, appeals to the prurient interest,

Whether the work depicts or describes, in a patently offensive way, sexual conduct
specifically defined by applicabie state law,

Whether the work, taken as a whole, lacks serious literary artistic political, or




Justice Vl/aya Kapse - Tahliraman/ of the Bomiay Nigh Court observed that
simply viewing an oliscene object /s not an offence.

The Hor'bie Court quashed ohscenity charges against top customs officers who
were arrested following a police rald at a bungalow in Lonavia in 2008. The
Hon’ble Court further observed that viewing an film in the privacy of a house is
not obscenity as defined under indian criminal law.

The accused were arrested on charges of allegedly watching a pornographic
film on a laptop and dancing with bar girls, The Justice further ohserved if the
obscene object Is kept in a house for private viewing, the accused cannot be
charged for ohscenity. The court also observed that the private viewing of an
ohscene film on a laptop in a bungalow was not equivalent to public exhibition.




1] Satyam Sivam and Sundaram Case : FIR against Raj
Kapur - Non Maintainable

2] In a recent judgment of this Court, Aveek Sarkar v. State
of West Bengal, 2014 (4) SCC 257, this Court referred to
English, U.S. and Canadian judgments and moved away
from the Hicklin test and applied the contemporary
community standards test.




Cyher GCrimes against Ohscenity etc.:

66-E. Punishment for violation of privacy.-

Whoever, intentionally or knowingly captures, publishes or transmits the Image
of a private area of any person without his or her consent, under circumstances
violating the privacy of that person, shall be punished with imprisonment which
may extend to three years or with fine not exceeding two lakh rupees, or with
hoth

Explanation.- For the purposes of this section-

(a) “Transmit” means to electronically send a visual image with the intent that
it he viewed hy a person or persons;

(b “Capture”, with respect to an image, means to videotape, photograph, film
orrecord by any means;

(c)“Private area” means the naked or undergarment clad genitals, pubic area,
huttocks or female breast;




(d) “Publishes” means reproduction in the printed or
electronic form and making it available for public;
(e) “Under circumstances violating privacy” means
circumstances in which a person can have a .
reasonabile expectation that-

() He orshe could disrobe in privacy, without being
concerned that an image of his private areawas being
captured;or (i) Any part of his or her private area
would not be visibie to the public, regardiess of whether
that person is in a public or private place. -




67. Punishment for publishing or transmitting ohscene materialIn
electronic form.--

Whoever publishes or transmits or causes to he published or 3
transmitted In the electronic form, any material which Is lascivious or

appeals to the prurient interest or if its effect is such as to tend to

deprave and corrupt persons who are likely, having regard to all
relevant circumstances, to read, see or hear the matter contained or
emhodied in it, shall he punished on first conviction with imprisonment
of either description for a term which may extend to three years and
with fine which may extend to five lakh rupees and in the event of a
second or subseguent conviction with imprisonment of either
description for a term which may extend to five years and also with fine
which may extend to ten lakh rupees.




67-A. Punishment for publishing or transmitting of material
containing sexually explicit act, etc. in electronic form.-
Whoever publishes or transmits or causes to be published
or transmitted in the electronic form any material which
contains sexually explicit act or conduct shall be punished
on first conviction with imprisonment of either description
for a term which may extend to five years and with fine
which may extend to ten lakh rupees and in the event of
second or subsequent conviction with imprisonment of
either description for a term which may extend to seven
years and also with fine which may exteni to ten lakh
rupees.




67-B. Punishment for publishing or transmitting of material depicting childrenin
sexually explicitact, etc.In

electronic form.-

Whoever-

(a) Publishes or transmits or causes to he published or transmitted material In any
electronic form which depicts children engaged In sexually explich act or conduct:
or

(hicreates text or digital images, collects, seeks, browses, downloads, advertises,
promotes, exchanges or distributes material in any electronic form depicting
children in ohscene or iIndecent or sexually explicit manner; or

(d] Facilitates ahusing children online; or

(e] Records in any electronic form own abuse or that of others pertaining to
sexually explicit act with children,

shall he punished on first conviction with imprisonment of either descriptionfora
term which may extend to five years and with a fine which may extend to ten lakh
rupees and in the event of second or suhsequent conviction with imprisonment of
either description for a term which may extend to seven years and aiso with fine
which may extend to ten lakh rupees:

SN




Provided that the provisions of section 67, section 67-A and this

section does not extend to any hook, pamphiet, paper, writing,

drawing, painting, representation or figure In electronic form-

(1 The publication of which Is proved to be justified as being for the .
public good on the ground that such book, pamphiet, paper writing, i
drawing, painting, representation or figure Is in the interest of

science, literature, art or learning or other objects of general

concem; or

(i) Whichis keptor used for honafide heritage or religious

PUrposes.

Explanation: For the purposes of this section, "children” means a

person who has not compieted the age of 18 years.




Other Indian Laws That Deal With

Nindecent Representation 0f Women (Prohibition) Act.

2] Indian Penal Code Section 293. Sale, Etc., 0f Ohscene
Ohjects To Young Person 292. Sale, Etc., 0f Ohscene Books,
Etc.

(3] The Protection 0f Children From Sexual Offences Act,
2012




"INTERMEDIARY": 2(W) OF ITA

® "INTERMEDIARY" WITH RESPECT TO ANY PARTICULAR ELECTRONIC RECORD,
MEANS ANY PERSON WHO ON BEHALF OF ANOTHER PERSON REGEIVES,
STORES OR TRANSMITS THAT RECORD OR PROVIDES ANY SERVICE IN
RESPECT TO THAT RECORD AND INCLUDES TELECOM SERVICE PROVIDERS,
NETWORK SERVICE PROVIDERS, INTERNET SERVICE PROVIDERS, WEB-
HOSTING SERVICE PROVIDERS, SEARCH ENGINES, ONLINE PAYMENT SITES,
ONLINE AUCTION SITES, ONLINE MARKET PLACES AND CYBER CAFES.




As per section 2( w) of the Information Technology Act as mended in
2008 the defined Intermediaries are as Follows

1] Internet Service Providers [ ISP)

2] Weh Hosting provider and Blog Service providers
3] Telecom Service Providers

4) Network Service providers

9] Search Engines

6] Payment Service Provider/ Online Payment Service
71 On Line Auction Sites

8] Cyher Cafe.

9] Social Network Service Providers




Intermediary
section 79 IT Act : Exemption from liabiiity of
intermediary in certain cases. — Due Diligence

(1) Notwithstanding anything contained In any law for the time helng In force but subject to the
provisions of sub-sections (2) and [3), an Intermediary shall not he liahle for any third party
information, data, or communication link hosted by him.

(2) The provisions of sub-section (1) shall apply if-

(al the function of the intermediary is limited te providing access to a communication system
over which information made available hy third parties is transmitted or temporarily stored; or
(h) The intermediary does net-

(D initiate the transmission,

(il Selectthe receiver of the transmission, and

(il Select or modify the information contained in the transmission;

(c] Theintermediary ohserves due diligence while discharging his duties under this Act and
also observes such other guidelines as the Central Government may prescribe in this behal.




31 The provisions of sub-section (1) shall not apply if- :
(alThe Intermediary has conspired or ahetted or alded or Induced whether
hy threats or promise or otherwise In the commission of the uniawful act :

(h] uponreceiving actual knowledgye, or on being notified by the
appropriate Government or its agency that any information, data or
communication link residing in or connected to a computer resource
controlied by the intermediary is being used to commit the unlawful act,
the intermediary fails to expeditiously remove or disable access to that
material on that resource without vitiating the evidence in any manner.




DUE DILIGENCE........

® DUE DILIGENCE IS A LEGAL DEFENCE TO A CHARGE CATEGORIZED AS STRICT
LIABILITY. THE TERM MEANS THAT THE DEFENDANT TOOK REASONABLE ACTIONS
TO AVOID THE OFFENCE FROM HAPPENING; HOWEVER, THROUGH NO FAULT OF THE
DEFENDANT THE UNLAWFUL ACT TOOK PLACE NEVERTHELESS.

® THE DEFENCE IS REQUIRED TO PROVE THAT ALL REASONABLE CARE WAS TAKEN BY
SHOWING EVIDENCE THAT THE JUDGE WILL WEIGH ON A BALANCE OF
PROBABILITIES. THE PROSECUTION HOWEVER MUST PROVE THEIR CASE BY
PROVING THAT THE PROHIBITED ACT WAS COMMITTED BEYOND A REASONABLE
DOUBT. THE DEFENCE'S BURDEN IS FAR LESS RIDGED THAT THAT OF THE
PROSECUTION.




DUE DILIGENGE.......

® \WHEN ASSESSING THE DUE DILIGENGE EVIDENGCE THE COURT IS DIRECTED TO
ASK ITSELF “WHAT WOULD A REASONABLE PERSON DO IN LIKE
CIRCUMSTANCES?” THIS IS KNOWN IN LAW AS THE TEST OF THE
REASONABLE PERSON. IF THE DEFENDANT'S EVIDENCE FITS WITHIN THE
GENERATE IMAGE OF THE REASONABLE PERSON THEN THE DEFENDANT WILL
LIKELY BE SUCCESSFUL IN HIS/HER DEFENCE.




DUE DILIGENCE(BLACK'S LAW
DIGTIONARY, 8TH ED. 2008)

® DUE DILIGENGE IS A LEGAL DEFENCE TO A CHARGE CATEGORIZED AS STRICT
LIABILITY. THE TERM MEANS THAT THE DEFENDANT TOOK REASONABLE
AGTIONS TO AVOID THE OFFENCE FROM HAPPENING; HOWEVER, THROUGH NO
FAULT OF THE DEFENDANT THE UNLAWFUL ACT TOOK PLACE NEVERTHELESS.
BLACK'S LAW DICTIONARY DEFINES THE TERM AS “THE DILIGENGE
REASONABLE EXPECTED FROM, AND ORDINARILY EXERCISED BY, A PERSON
WHO SEEKS TO SATISFY A LEGAL REQUIREMENT OR TO DISCHARGE AN
OBLIGATION.”




R.V. COURTAULDS FIBRES CANADA,
119921 0.). NO. 1972

® IN1992 A HELPFUL DEFINITION OF THE DEFENCE OF DUE DILIGENCE WAS
PRONOUNGCED BY JUSTICE FITZPATRICK IN THE CASE OF R. V. COURTAULDS
FIBRES CANADA. WHEREIN THE HONOURBLE COURT FOUND THAT
“REASONABLE CARE AND DUE DILIGENGE DO NOT MEAN SUPERHUMAN
EFFORTS. THEY MEAN A HIGH STANDARD OF AWARENESS AND DECISIVE,
PROMPT, AND CONTINUING ACTION. TO DEMAND MORE, WOULD, IN MY VIEW,
MOVE A STRICT LIABILITY OFFENCE DANGEROUSLY GLOSE TO ONE OF
ABSOLUTE LIABILITY.




R. V. SAULT STE. MARIE 119781 5.C.J.
NO. 29

® IN 1978, IN THE CASE OF R. V. SAULT STE. MARIE, JUSTICE DICKSON
RECOGNIZED THE AVAILABILITY OF THE DEFENGE OF DUE DILIGENCE WHERE
THE OFFENCE WAS ONE OF STRICT LIABILITY. THIS MEANS THAT THE

PROSECUTION NEED NOT PROVE THE INTENT OF THE DEFENDANT TO COMMIT
THE OFFENGCE, BUT ONLY THAT THE PROHIBITED ACT WAS COMMITTED. THE
DEFENDANT CAN THEN CHOOSE TO AVOID LIABILITY BY SHOWING THAT ALL
REASONABLE CARE WAS TAKEN.




INFORMATION TECHNOLOGY
[INTERMEDIARIES GUIDELINES) RULES,
2011.

® 2(D) "CYBER SECURITY INCIDENT” MEANS ANY REAL OR SUSPECTED ADVERSE EVENT IN
RELATION TO CYBER SECURITY THAT VIOLATES AN EXPLICITLY OR IMPLICITLY APPLICABLE
SECURITY POLICY RESULTING IN UNAUTHOTRISED ACCESS, DENIAL OF SERVICE OR
DISRUPTION, UNAUTHORISED USE OF A COMPUTER RESOURCE FOR PROCESSING OR

STORAGE OF INFORMATION OR CHANGES TO DATA, INFORMATION WITHOUT
AUTHORISATION;

® J)"USER" MEANS ANY PERSON WHO ACCESS OR AVAIL ANY COMPUTER RESOURCE OF
INTERMEDIARY FOR THE PURPOSE OF HOSTING, PUBLISHING, SHARING, TRANSACTING,
DISPLAYING OR UPLOADING INFORMATION OR VIEWS AND INCLUDES OTHER PERSONS
JOINTLY PARTICIPATING IN USING THE COMPUTER RESOURCE OF AN INTERMEDIARY.




RULE 3. DUE DILIGENGE TO BE
OBSERVED BY INTERMEDIARY

® THEINTERMEDIARY SHALL OBSERVE FOLLOWING DUE DILIGENCE WHILE
DISCHARGING HIS DUTIES, NAMELY : —

® (1) THE INTERMEDIARY SHALL PUBLISH THE RULES AND REGULATIONS, PRIVACY POLICY

AND USER AGREEMENT FOR ACCESS-OR USAGE OF THE INTERMEDIARY'S COMPUTER
RESOURCE BY ANY PERSON.

® (2) SUCH RULES AND REGULATIONS, TERMS AND CONDITIONS OR USER AGREEMENT SHALL
INFORM THE USERS OF COMPUTER RESOURCE NOT TO HOST, DISPLAY, UPLOAD, MODIFY,
PUBLISH, TRANSMIT, UPDATE OR SHARE ANY INFORMATION THAT —

® A) BELONGS TO ANOTHER PERSON AND TO WHICH THE USER DOES NOT HAVEANY RIGHT
T0;BJIS GROSSLY HARMFUL, HARASSING, BLASPHEMOUS DEFAMATORY, OBSCENE,
PORNOGRAPHIC, PAEDOPHILIC, LIBELLOUS, INVASIVE OF ANOTHER'S PRIVACY,
HATEFUL, OR RACIALLY, ETHNICALLY OBJECTIONABLE, DISPARAGING, RELATING OR
ENCOURAGING MONEY LAUNDERING OR GAMBLING, OR OTHERWISE UNLAWFUL IN ANY
MANNER WHATEVER;

® C)HARM MINORS IN ANY WAY;




° D) INFRINGES ANY PATENT, TRADEMARK, COPYRIGHT OR OTHER
PROPRIETARY RIGHTS;

® (E) VIOLATES ANY LAW FOR THE TIME BEING IN FORCE; E) DEGEIVES OR
MISLEADS THE ADDRESSEE ABOUT THE ORIGIN OF SUCH MESSAGES OR
COMMUNICATES ANY INFORMATION WHICH IS GROSSLY OFFENSIVE OR
MENACING IN NATURE; F] IMPERSONATE ANOTHER PERSON;

® H) CONTAINS SOFTIWARE VIRUSES OR ANY OTHER COMPUTER CODE, FILES
OR PROGRAMS DESIGNED TO INTERRUPT, DESTROY OR LIMIT THE
FUNCTIONALITY OF ANY COMPUTER RESOURCE;

® 1) THREATENS THE UNITY, INTEGRITY, DEFENGE, SECURITY OR
SOVEREIGNTY OF INDIA, FRIENDLY RELATIONS WITH FOREIGN STATES, OR
PUBLIC ORDER OR CAUSES INCITEMENT TO THE COMMISSION OF ANY
COGNISABLE OFFENCE OR PREVENTS INVESTIGATION OF ANY OFFENCE OR
IS INSULTING ANY OTHER NATION




® () THE INTERMEDIARY SHALL NOT KNOWINGLY HOST OR PUBLISH ANY
INFORMATION OR SHALL NOT INITIATE THE TRANSMISSION, SELECT THE RECEIVER
OF TRANSMISSION, AND SELECT OR MODIFY THE INFORMATION CONTAINED IN THE
TRANSMISSION AS SPECIFIED IN SUB-RULE (2): PROVIDED THAT THE FOLLOWING
ACTIONS BY AN INTERMEDIARY SHALL NOT AMOUNT TO HOSING, PUBLISHING,
EDITING OR STORING OF ANY SUCH INFORMATION AS SPECIFIED IN SUB-RULE: (2]
— (A) TEMPORARY OR TRANSIENT OR INTERMEDIATE STORAGE OF
INFORMATION AUTOMATICALLY WITHIN THE GOMPUTER RESOURCE AS AN
INTRINSIC FEATURE OF SUCH COMPUTER RESOURGCE, INVOLVING NO EXERCISE OF
ANY HUMAN EDITORIAL CONTROL, FOR ONWARD TRANSMISSION OR
COMMUNICATION TO ANOTHER COMPUTER RESOURCE; (B) REMOVAL OF ACCESS
TO ANY INFORMATION, DATA OR COMMUNICATION LINK BY AN INTERMEDIARY
AFTER SUCH INFORMATION, DATA OR COMMUNICATION LINK COMES TO THE
ACTUAL KNOWLEDGE OF A PERSON AUTHORISED BY THE INTERMEDIARY
PURSUANT TO ANY ORDER OR DIRECTION AS PER THE PROVISIONS OF THE ACT;




(4) The intermediary, on whose computer system the information is stored or hosted
or published, upon obtaining knowledge by itself or been brought to actual
knowledge hy an affected person in writing or through email signed with electronic
signature about any such information as mentioned in sub-rule (2) ahove, shall act
within thirty six hours and where applicable, work with user or owner of such
information to disable such information that is in contravention of sub-rule (2).
Further the intermediary shall preserve such information and associated records for
at least ninety days for investigation purposes,

(3] The Intermediary shall inform its users that in case of non-compliance with rules
and regulations, user agreement and privacy policy for access or usage of
intermediary computer resource, the intermediary has the right to immediately
terminate the access or usage lights of the users to the computer resource of
Intermediary and remove non- compliant information..

(6] The intermediary shall strictly follow the provisions of the Act or any other laws
for the time being in force.

(1) When required by lawful order, the intermediary shall provide information or any
such assistance to Government Agencies who are lawfully authorised for
investigative, protective, cyher security activity. The information or any such
assistance shall be provided for the purpose of verification of identity, or for
prevention, detection, investigation, prosecution, cyher security incidents and




® (8) THEINTERMEDIARY SHALL TAKE ALL REASONABLE MEASURES TO SECURE
ITS GOMPUTER RESOURCE AND INFORMATION GONTAINED THEREIN
FOLLOWING THE REASONABLE SECURITY PRACTICES AND PROCEDURES AS
PRESCRIBED IN THE INFORMATION TECHNOLOGY (REASONABLE SEGURITY

PRACTICES AND PROCEDURES AND SENSITIVE PERSONAL INFORMATION)
RULES, 2011.

® (9] THE INTERMEDIARY SHALL REPORT CYBER SECURITY INCIDENTS AND
ALSO SHARE CYBER SECURITY INCIDENTS RELATED INFORMATION WITH THE
INDIAN COMPUTER EMERGENGCY RESPONSE TEAM. (




(10)The intermediary shall not knowingly deploy or install or modify the
technical configuration of computer resource or hecome party to any such
act which may change or has the potential to change the normal course of
operation of the computer resource than what it is supposed to "perform
therehy circumventing any law for the time being in force: provided that 5
the intermediary may develop, produce, distribute or employ
technological means for the sole purpose of performing the acts of securing <
the computer resource and information contained therein.

(11)The intermediary shall publish on its wehsite the name of the Grievance
Officer and his contact details as well as mechanism hy which users or any
victim who suffers as a result of access or usage of computer resource hy
any person in violation of rule 3 can notify their complaints against such
access or usage of computer resource of the intermediary or other matters
pertaining to the computer resources made available by it. The Grievance
Officer shall redress the complaints within one month from the date of
receipt of complaint.




INTERMEDIARIES NOT LIABLE IN CERTAIN CASES:

Unless otherwise specifically provided to the contrary, an
Intermediary will be not liable for, any third party information, data or
communication link made by him. This exemption is available only if:
The intermediary’s role is limited to providing access to a
communication system over which third parties transmit information
or temporarily store the same.

*The intermediary does not

1.Initiate the transmission

2.Select the receiver of transmission or,

3.Modify the information contained in the transmission.

The exemption would however stand withdrawn if intermediary
conspires or abets the commission of an unlawful act or after having
received the information from the government that any information,
data or communication link residing in or connected with computer
resources controlled by the intermediary, are being used to commit
unlawful acts and such intermediary fails to act expeditiously in
removing or disabling access to such link or resource.




Sanjay Kumar Kedia vs Narcotics Control Bureau & Anr on 3 December, 2007, Bench:

S.B.Sinha, Harjit Singh Bedi, Supreme Court of India, Appeal (crl.) 1639 of 2007, DATE OF
JUDGMENT: 03/12/2007, BENCH: S.B.SINHA & HARJIT SINGH BEDI:

Truevalueprescriptions.com: Review of this website indicated that this website was a

internet pharmacy............... as a drug available for sale............ orders for drugs could he :
made without a prescription from the TRUEVALUE website................. orders for drugs could § &
be placed without seeing a doctor. DEA, conducted a "whois" reverse look-up on domain

name TRUEVALUEPRESCRIPTIONS.COM at domaintools.com and revealed that IP address

was 203.86.100.76 and the server that hosts the wehsite was located at Palcom, Delhi

which aiso helongs to Kponse........... were not acting merely as a network service provider

but were actually running internet pharmacy and dealing with ................... the appeliant and

his associates were not innocent intermediaries or network service providers as defined
under section 79 of the Technology Act hut the said husiness was only a fagade and
camouflage for more sinister activity. In this situation, Section 79 will not grant inmunity

to an accused who has violated the provisions of the Act as this provision gives immunity
from prosecution for an offence only under Technology Act itself.



http://indiankanoon.org/doc/844026/
http://indiankanoon.org/doc/844026/
http://indiankanoon.org/doc/1965344/

SEGTION 72A IN THE INFORMATION
TECHNOLOGY ACT, 2000

® T2A PUNISHMENT FOR DISCLOSURE OF INFORMATION IN BREACH OF LAWFUL
CONTRACT. -SAVE AS OTHERWISE PROVIDED IN THIS ACT OR ANY OTHER LAW FOR
THE TIME BEING IN FORCE, ANY PERSON INCLUDING AN INTERMEDIARY WHO, WHILE
PROVIDING SERVICES UNDER THE TERMS OF LAWFUL CONTRACT, HAS SEGURED
AGCESS TO ANY MATERIAL CONTRINING PERSONAL INFORMATION ABOUT ANOTHER
PERSON, WITH THE INTENT TO CAUSE OR KNOWING THAT HE IS LIKELY TO CAUSE
WRONGFUL LOSS OR WRONGFUL GAIN DISCLOSES, WITHOUT THE CONSENT OF THE
PERSON CONCERNED, OR IN BREACH OF A LAWFUL CONTRACT, SUGH MATERIALTO
ANY OTHER PERSON, SHALL BE PUNISHED WITH IMPRISONMENT FOR A TERM
WHICH MAY EXTEND TO THREE YEARS, OR WITH FINE WHICH MAY EXTEND TO FIVE
LAKH RUPEES, OR WITH BOTH.




69 Power to issue directions for interception or monitoring or decryption of any
information through any computer resource. —

(1) Where the Central Government or a State Government or any of its officers specially
authorised by the Central Government or the State Government, as the case may be, in this
behalf may, if satisfied that it is necessary or expedient to do in the interest of the sovereignt
or integrity of India, defence of India, security of the State, friendly relations with foreign
States or public order or for preventing incitement to the commission of any cognizable :
offence relating to above or for investigation of any offence, it may, subject to the provisions}| &
of sub-section (2), for reasons to be recorded in writing, by order, direct any agency of the
appropriate Government to intercept, monitor or decrypt or cause to be intercepted or
monitored or decrypted any information generated, transmitted, received or stored in any
computer resource.

(2) The procedure and safeguards subject to which such interception or monitoring or
decryption may be carried out, shall be such as may be prescribed.

(3] The suhscriher or intermediary or any person in-charge of the computer resource shall,
when called upon by any agency referred to in sub-section (1), extend all facilities and
technical assistance to-

(a) provide access to or secure access to the computer resource generating, transmitting,
receiving or storing such information; or

(h] intercept, monitor, or decrypt the information, as the case may he; or



https://indiankanoon.org/doc/723486/
https://indiankanoon.org/doc/723486/
https://indiankanoon.org/doc/663904/
https://indiankanoon.org/doc/1582872/
https://indiankanoon.org/doc/110798191/
https://indiankanoon.org/doc/164854941/
https://indiankanoon.org/doc/23871136/
https://indiankanoon.org/doc/151015405/

69A Power to issue directions for blocking for public access of any

information through any computer resource. —

(1) Where the Central Government or any of its officer specially authorised by

it in this behalf is satisfied that it is necessary or expedient so to do, in the S
interest of sovereignty and integrity of India, defence of India, security of the
State, friendly relations with foreign States or public order or for preventing s
incitement to the commission of any cognizable offence relating to above, it &
may subject to the provisions of sub-section (2) for reasons to be recorded in
writing, by order, direct any agency of the Government or intermediary to block
for access by the public or cause to be blocked for access by the public any
information generated, transmitted, received, stored or hosted in any computer
resource.

(2) The procedure and safeguards subject to which such blocking for access by
the public may be carried out, shall be such as may be prescribed.

(3) The intermediary who fails to comply with the direction issued under sub-
section (1) shall be punished with an imprisonment for a term which may j‘-
extend to seven years and shall also be liable to fine. '



https://indiankanoon.org/doc/166979650/
https://indiankanoon.org/doc/166979650/
https://indiankanoon.org/doc/162711216/
https://indiankanoon.org/doc/189056425/

INFORMATION TECHNOLOGY (PROCEDURE AND
SAFEGUARDS FOR BLOCKING FOR ACGESS OF
INFORMATION BY PUBLIC) RULES, 2009.

® 3.DIRECTION BY DESIGNATED OFFICER -

® THE DESIGNATED OFFICER MAY, ON RECEIPT OF ANY REQUEST FROM THE NODAL
OFFICER OF AN ORGANISATION OR A COMPETENT COURT, BY ORDER DIRECT ANY
AGENCY OF THE GOVERNMENT OR INTERMEDIARY TO BLOCK FOR ACCESS BY THE
PUBLIC ANY INFORMATION OR PART THEREOF GENERATED, TRANSMITTED, RECEIVED,
STORED OR HOSTED IN ANY COMPUTER RESOURCE FOR ANY OF THE REASONS

SPECIFIED IN SUB-SECTION (1) OF SECTION 69A OF THEACT.

® 9.BLOCKING OF INFORMATION IN CASES OF EMERGENCY:
® 12.ACTION FOR NON-COMPLIANCE OF DIRECTION BY INTERMEDIARY.--

® IN CASE THE INTERMEDIARY FAILS TO GOMPLY WITH THE DIRECTION ISSUED TO HIM
UNDER RULE 9, THE DESIGNATED OFFICER SHALL, WITH THE PRIOR APPROVAL OF THE
SEGRETARY, DEPARTMENT OF INFORMATION TECHNOLOGY, INITIATE APPROPRIATE
ACTION AS MAY BE REQUIRED TO COMPLY WITH THE PROVISIONS OF SUB-SECTION
(3) OF SECTION 69A OF THE ACT.




® 13.INTERMEDIARY TO DESIGNATE ONE PERSON TO RECEIVE AND HANDLE
DIRECTIONS.--

® (1) EVERY INTERMEDIARY SHALL DESIGNATE AT FEAST ONE PERSON TO RECEIVE
AND HANDLE THE DIRECTIONS FOR BLOCKING OF ACCESS BY THE PUBLIC ANY

INFORMATION GENERATED, TRANSMITTED, RECEIVED, STORED OR HOSTED IN ANY
COMPUTER RESOURCE UNDER THESE RULES.

® (2) THE DESIGNATED PERSON OF THE INTERMEDIARY SHALL ACKNOWLEDGE
RECEIPT OF THE DIRECTIONS TO THE DESIGNATED OFFICER WITHIN TWO HOURS
ON RECEIPT OF THE DIRECTION THROUGH ACKNOWLEDGEMENT LETTER OR FAK OR
E-MAIL SIGNED WITH ELECTRONIC SIGNATURE.




69B. Power to authorize to monitor and collect traffic data or information through
any computer resource for Cyber Security.- (1) The Central Government may, to
enhance Cyber Security and for identification, analysis and prevention of any
intrusion or spread of computer contaminant in the country, by notification in the
official Gazette, authorize any agency of the Government to monitor and collect traffig &
data or information generated, transmitted, received or stored in any computer '
resource.

(2) The Intermediary or any person in-charge of the Computer resource shall when
called upon by the agency which has been authorized under sub-section (1), provide
technical assistance and extend all facilities to such agency to enable online access or
to secure and provide online access to the computer resource generating, transmitting,
receiving or storing such traffic data or information.




(3) The procedure and safeguards for monitoring and collecting traffic data or
information, shall be such as may be prescribed.

(4) Any intermediary who intentionally or knowingly contravenes the provisions of
subsection (2) shall be punished with an imprisonment for a term which may
extend to three years and shall also be liable to fine.

Explanation: For the purposes of this section,

(i) "Computer Contaminant' shall have the meaning assigned to it in section 43

(i1) ""traffic data' means any data identifying or purporting to identify any person,
computer system or computer network or location to or from which the
communication is or may be transmitted and includes communications origin,
destination, route, time, date, size, duration or type of underlying service or any
other information.




INFORMATION TECHNOLOGY (PROCEDURE AND SAFEGUARD FOR
MONITORING AND COLLECTING TRAFFIC DATA OR
INFORMATION) RULES, 2009.

® (F) “CYBER SECURITY INCIDENT" MEANS ANY REAL OR SUSPECTED ADVERSE
EVENT IN RELATION TO CYBER SECURITY THAT VIOLATES AN EXPLICITLY OR
IMPLICITLY APPLICABLE SECURITY POLICY RESULTING IN UNAUTHORISED
ACCESS, DENIAL OF SERVICE/DISRUPTION, UNAUTHORISED USE OF A COMPUTER
RESOURCE FOR PROCESSING OR STORAGE OF INFORMATION OR CHANGES T0

DATA, INFORMATION WITHOUT AUTHORISATION;

® (G] “CYBER SECURITY BREACHES” MEANS UNAUTHORISED ACQUISITION OR
UNAUTHORISED USE BY A PERSON OF DATA OR INFORMATION THAT
COMPROMISES THE CONFIDENTIALITY, INTEGRITY OR AVAILABILITY OF
INFORMATION MAINTAINED IN A COMPUTER RESOURGE




5. Intermediary to ensure effective check in handling monitoring or
collection of traffic data or information.— The intermediary or person in-
charge of computer resources shall put in place adequate and effective
internal checks to ensure that unauthorised monitoring or collection of traffic
data or information does not take place and extreme secrecy is maintained
and utmost care and precaution is taken in the matter of monitoring or
collection of traffic data or information as it affects privacy of citizens and also
that this matter is handled only by the designated officer of the intermediary or
person in-charge of computer resource.

6. Responsibility of intermediary.— The intermediary or person in-charge of
computer resource shall be responsible for the actions of their employees
also, and in case of violation of the provision of the Act and rules made
thereunder pertaining to maintenance of secrecy and confidentiality of
information or any unauthorised monitoring or collection of traffic data or
information, the intermediary or person in-charge of computer resource shall
be liable for any action under the relevant provision of the laws for the time
being in force.




9. Prohibition of monitoring or collection of traffic
data or information without authorisation.—

(1) Any person who, intentionally or knowingly, without
authorisation under sub-rule (2) of rule 3 or sub-rule (1) of
rule 4, monitors or collects traffic data or information, or
attempts to monitor or collect traffic data or information, or
authorises or assists any person to monitor or collect
traffic data or information in the course of its occurrence or
transmission at any place within India, shall be proceeded
against, punished accordingly under the relevant
provisions of the law for the time being In




10. Prohibition of disclosure of traffic data or information by
authorised agency.— The details of monitored or collected traffic
data or information shall not be used or disclosed by the agency
authorised under sub-rule (1) of rule 4 for any other purpose, except
for forecasting imminent cyber threats or general trend of port-wise
traffic on Internet, or general analysis of cyber incidents, or for
investigation or in judicial proceedings before the competent court
in India.

11. Maintenance of confidentiality.— Save as otherwise provided in
rule 10, strict confidentiality shall be maintained in respect of
directions for monitoring or collection of traffic data or information
Issued by the competent authority under these rules.




16. Gonfiscation

Any computer, computer system, floppies, compact disks, tape drives or any other
accessories related thereto, in respect of which any provision of this Act, rules, orders

or regulations made there under has been or is being contravened, shall he liable to :
confiscation: z
Provided that where it is established to the satisfaction of the court adjudicating the
confiscation that the person in whose possession, power or control of any such

computer, computer system, floppies, compact disks, tape drives or any other

accessories relating thereto is found is not responsible for the contravention of the
provisions of this Act, rules, orders or regulations made there under, the court may,

instead of making an order for confiscation of such computer, computer system,

floppies, compact disks, tape drives or any other accessories related thereto, make

such other order authorised hy this Act against the person contravening of the

provisions of this Act, rules, orders or regulations made there under as it may think fit.




T1. Compensation, penalties or confiscation not to interfere with other
punishment.- No compensation awarded, penaity imposed or confiscation made
under this Act shall prevent the award of compensation or imposition of any other
penaity or punishment under any other law for the time being in force.

T1-A. Gompounding of Offences.-

(1) A Court of competent jurisdiction may compound offences other than offences
for which the punishment for life or imprisonment for a term exceeding three
years has heen provided under this Act.

Provided that the Gourt shall not compound such offence where the accused is hy
reason of his previous conviction, liable to either enhanced punishmentortoa
punishment of a different kind.

Provided further that the Court shall not compound any offence where such
offence affects the socio-economic conditions of the country or has heen
committed against a child helow the age of 18 years or a woman.




(2) The person accused of an offence under this act may file an application
for compounding in the court in which offence is pending for trial and the
provisions of section 269-B and 263-C of Code of Criminal Procedures, 1973
shall apply.

T1-B. Offences with three years imprisonment to he cognizahle.- 2
(1) Not withstanding anything contained in Criminal Procedure Gode 1973,

the offence punishable with imprisonment of three years and above shall he
cognizable and the offence punishable with imprisonment of three years

shall be hailable.

18. Power to investigate offences.-

Notwithstanding anything contained in the Code of Criminal Procedure, 1973,
a police officer not helow the rank of Inspector shall investigate any offence
under this Act.




section 80 of the IT Act

I. Inspector or any person authorized hy Gowt.

Il. Enterany public place, search and arrest without warrant allowed

lii. Committed, committing and ahout to commit offence under this Act

iv. Public places includes public conveyance, any hotel, any shop and any place
Intended for use by, or accessible to the public.

v. Arresthy other than police officer to be taken to nearest Court or PS.

vi. Subjectto IT Act, Provisions of Cr.P.C. will be applicable.




81-A. Application of the Act to Electronic cheque and
Truncated cheque. -

(1)The provisions of this Act, for the time heing in force, shall
apply to, or in relation to, electronic cheques and the
truncated cheques subject to such modifications and
amendments as may he necessary for carrying out the
purnoses of the Negotiable Instruments Act, 1881 (26 of 1881)
by the Central Government, in consultation with the Reserve
Bank of India, by netification in the Official Gazette.




81. Act to have Overriding effect.-

The provisions of this Act shall have effect notwithstanding

anything Inconsistent therewith contained In any other law for the

time being In force. 4
Provided that nothing contained in this Act shall restrict any person 2
from exercising any right conferred under the Copyright Act 1957 or

the Patents Act,1970 (39 of 1970).

84-A. Modes or methods for encryption. -

The Central Government may, for secure use of the electronic
medium and for promotion of e-governance and e-commercs,
prescribe the modes or methods for encryption.




84-C. Punishment for attempt to commit offences.

Whoever attemnts to commit an offence punishable by this Act or causes
such an offence to he committed, and In such an attempt does any act towards
the commission of the offence, shall, where no express provision is made for
the punishment of such attempt, be punished with imprisonment of any
descrintion provided for the offence, for a term which may extend to one-half
of the longest term of Imprisonment provided for that offence, or with such
fine as is provided for the offence or with both.




84-B. Punishment for ahetment of offences.

Whoever abets any offence shall, if the act ahetted is committed in
consequence of the ahetment, and no express provision is made hy this
Act for the punishment of such abhetment, he punished with the
punishment provided for the offence under this Act.

Explanation: An Act or offence is said to he committed in consequence of
ahetment, when it is committed in consequence of the instigation, or in
pursuance of the conspiracy, or with the aid which constitutes the
ahetment.




89. Offences hy Companies.-
(1) Where a person committing a contravention of any of the provisions of this Act or of any
rule, direction or order made there under is a Company, every person who, at the time the
contravention was committed, was in charge of, and was responsible to, the company for
the conduct of business of the company as well as the company, shall be guilty of the
contravention and shall be liahle to he proceeded against and punished accordingly:
Provided that nothing contained in this sub-section shall render any such person liable to
punishment if he proves that the contravention took place without his knowledge or that he
exercised all due diligence to prevent such contravention.
(2) Notwithstanding anything contained in sub-section (1), where a contravention of any of
the provisions of this Act or of any rule, direction or order made there under has been
committed by a company and it is proved that the contravention has taken place with the
consent or connivance of, or is attributabie to any neglect on the part of, any director,
manager, secretary or other officer of the company, such director, manager, secretary or
other officer shall also he deemed to he guilty of the contravention and shall be liahle to he
proceeded against and punished accordingly.




10. Protected system.-

(1) The appropriate Government may, by notification in the Official Gazette, declare
any computer resource which directly or indirectly affects the facility of Critical
Information Infrastructure, to he a protected system.

Explanation: For the purposes of this section, "Critical Information Infrastructure”
means the computer resource, the incapacitation or destruction of which, shall
have dehilitating impact on national security, economy, public heailth or safety.

2] The appropriate Government may, by order in writing, authorise the persons who
are authorised to access protected systems notified under sub-section (1.

(3] Any person who secures access or attempts to secure access to a protected
system in contravention of the provisions of this section shall he punished with
imprisonment of either description for a term which may extend to ten years and
shall also be liable to fine.

(4) The Central Government shall prescrihe the information security practices and
procedures for such protected system.




section 70-A: National nodal agency.

section 70-B: Indian Computer Emergency
Response Team to serve as national agency for
Incident response.

GERT-In: CERT-In is formed to look into cyher
attacks affecting I-T dept of hanks etc.

88. Gonstitution of Advisory Gommittee.




Section 9 of Indian Telegraph Act

9 (2] On the occurrence of any public emergency, or in the interest of the public safety, th
Central Government or a State Government or any officer specially authorized in this
hehalf by the Central Government or a State Government may, if satisfied that itis
necessary or expedient so to to in the interests of the sovereignty and integrity of India,
the security of the State, friendly relations with foreign States or public order or for
preventing incitement to the commission of an offence, for reasons to he recorded in
writing, by order, direct that any message or class of messages to or from any person or
class of persons, or relating to any particular subject, brought for transmission hy or
transmitted or received by any telegraph, shall not he transmitted, or shall be intercepted
or detained, or shall he disclosed to the Government making the order or an officer
thereof mentioned in the order:

Provided that press messages intended to he published in India of correspondents ;
accredited to the Central Government or a State Government shall not he intercepted or 4
detained, uniess their transmission has been prohibited under this sub-section.




TRelevant Information Technology Act with Amendment Act
2)Rules under IT Act

69. Powers to issue directions for interception or monitoring or decryption of any
Information through any computer resource.-

69-A. Power to issue directions for hlocking for public access of any information
through any computer resource.-

69-B. Power to authorise to monitor and collect traffic data or information through
any computer resource for Gyher Security.

Information Technology (Directions for intercention or Monitoring or Decryption of '
Information] Rules, 2009 Spelis out the procedure for taping of electronic
communications under the IT Act.




In State of Maharashtra v. Bharat Shanti Lal Shah & others
((2008) 13 SCC S)theHon'ble Court observed “The
interpretation of conversation though constitutes an #
invasion of an individual right to privacy but the said right
can he curtailed in accordance with procedure validly
established hy law. Thus what the Court is required to see
Is that the procedure itself must be fair, just and
reasonable and non-arbitrary, fanciful or oppressive.”




Relevant part of Land Mark Judgement on Evidentiary Value of
Intercented data: Dharambir Khattar vs Union 0f India & Another on
21 November, 2012 by Hon'ble High Court 0f Delhi.

“Therefore, without going into the issue of whether there was non-
compliance of the provisions of Section 5(2) or of Rule 419-A, it is
clear that even If there was, In fact, no compliance, the evidence
gathered thereupon would still he admissible. This Is the clear
nosition settied by the Supreme Court and, therefore, no further
question of law arises on this aspect of the matter.”




Rule 419A of the Indian Telegraph Rules, 1951
The Central Government made the following rules to amend the Indian Telegraph Rules,
1951:
G.S.R. 193 (E).— In exercise of the powers conferred hy Section 7 of the Indian Telegraph 5
Act, 1885 (13 of 1885), the Central Government herehy makes the following rules further to
amend the Indian Telegraph Rules, 1951, namely-— 2
1. (1) These rules may be called the Indian Telegraph (Amendment) Rules, 20017.
(2) They shall come into force on the date of their publication in the Official Gazette.
2. In the Indian Telegraph Rules, 1951, after rule 419, the following rule shall he substituted
namely:—
“419-A. (1) Directions for interception of any message or class of messages under sub-
section (2] of Section 5 of the Indian Telegraph Act, 1885 (hereinafter referred to as the
said (Act) shall not he issued except hy an order made hy the Secretary to the Government
of India in the Ministry of Home Affairs in the case of Government of India and hy the
Secretary to the State Government in-charge of the Home Department in the case of a Stat -
Government. In unavoidable circumstances, such order may he made hy an officer, not
helow the rank of a Joint Secretary to the Government of India, who has heen duly
authorized by the Union Home Secretary or the State Home Secretary, as the case may he:




Provided that in emergent cases—

(i) in remote areas, where ohtaining of prior directions for interception of
messages or class of messages is not feasibie; or

(il for operational reasons, where ohtaining of prior directions for interception of
message or class of messages is not feasible;

the required intercention of any message or class of messages shall be carried out
with the prior approval of the Head or the second senior most officer of the
authorized security i.e. Law Enforcement Agency at the Gentral Level and the
officers authorised in this behalf, not helow the rank of Inspector General of Police
at the state level hut the concerned competent authority shall be informed of such
interceptions hy the approving authority within three working days and that such
interceptions shall be got confirmed by the concerned competent authority within
a period of seven working days. If the confirmation from the competent authority is
not received within the stipulated seven days, such interception shall cease and .
the same message or class of messages shall not be intercepted thereatfter 4
without the prior approval of the Union Home Secretary or the State Home

Secretary, as the case may he.




(2) Any order issued hy the competent authority under sub-rule (1) shall contain
reasons for such direction and a copy of such order shall he forwarded to the
concerned Review Committee within a period of seven working days.

(3) While issuing directions under sub-rule (1] the officer shall consider possihility
of acquiring the necessary information by other means and the directions under
sub-rule (1] shall be issued only when it is not possible to acquire the information
hy any other reasonable means.

(4) The interception directed shall he the interception of any message or class of
messages as are sent to or from any person or class of persons or relating to any
particular subject whether such message or class of messages are received with
one or more addresses, specified in the order, heing an address or addresses
likely to he used for the transmission of communications from or to one particular
person specified or described in the order or one particular set of premises ¥
specified or described in the order.




(9] The directions shall specify the name and designation of the officer or the

authority to whom the intercepted message or class of messages is to he disclosed

and also specify that the use of intercepted message or class of messages shall he
subject to the provisions of suh-section (2] of Section 3 of the said Act. 2
(6] The directions for interception shall remain in force, unless revoked earlier, for a
period not exceeding sixty days from the date of issue and may be renewed but the
same shall not remain in force heyond a total period of one hundred and eighty
days.

(7 The directions for interception issued under sub-rule (1) shall he conveyed to the
designated officers of the service provider(s) who have heen granted licenses
under Section 4 of the said Act, in writing or hy secure electronic communication hy
an officer not helow the rank of Superintendent of Police or the officer of the
equivalent rank and mode of secure electronic communication and its
implementation shall be as determined by the telegraph authority.




(8] The officer authorized to intercept any message or class of message shall maintain
proper records mentioning therein, the intercepted message or class of messages, the
particulars of persons whose message has heen intercepted, the name and other

particulars of the officer or the authority to whom the intercepted message or class of
messages has heen disclosed, the number of copies of the intercepted message or class
messages made and the mode or the method by which such copies are made, the date of
destruction of the copies and the duration within which the directions remain in force.

(9] All the requisitioning Security and Law Enforcement Agencies shall designate one or

more nodal officers not helow the rank of Superintendent of Police or the officer of the
equivalent rank to authenticate and send the requisitions for interception to the

designated officers of the telegraph authority or the concerned service providers, as the
case may he and the delivery of written requisition for interception shall he done by an

officer not helow the rank of Sub-inspector of Police.

(10] The telegraph authority shall designate officer(s] in every licensed service
area/State/Union Territory as the nodal officers to receive and handle such requisitions f
interception and the service providers shall designate two senior officer(s) of the company £
in every licensed service area/State/Union Territory as the nodal officers to receive and 7
handie such requisitions for interception.




(11) The designated nodal officer(s) of the telegraph authority or the service providers shall
issue acknowledgment to the requisitioning Security and Law Enforcement Agency within t
hours on receipt of intimations for interception.

(12) The system of designated nodal officers for communicating and receiving the requisiti

for interceptions shall also he followed in emergent cases/unavoidahle cases where prior
approval of the competent authority has not heen obtained.

(13) The designated nodal officers of the telegraph authority or the service providers shall
forward every fifteen days a list of interception authorizations received hy them during the
preceding fortnight to the nodal officers of the Security and Law Enforcement Agencies for
confirmation of the authenticity of such authorizations and the list shall include details sucija
the reference and date of orders of the Union Home Secretary or State Home Secretary, or
orders issued hy officer other than competent authority, in terms of sub-rule (1) in emergen
cases which were not subsequently confirmed hy the competent authority, date and time of
receipt of such orders and the date and time of Implementation of such orders.

(14) The service providers shall put in place adequate and effective internal checks to ensu

that unauthorized interception of messages tioes not take place and extreme secrecy is -
maintained and utmost care and precaution is taken in the matter of interception of messaggsz;
as it affects privacy of citizens and also that this matter is handied only hy the designated n
officers of the company.




(193] The service providers shall be responsible for actions of their employees also and inc
of established violation of license conditions pertaining to maintenance of secrecy and
confidentiality of information and unauthorized interception of communication, action sha
he taken against the service providers as per Provisions of the said Act and this shall inclu
not only fine hut also suspension or revocation of their licenses.

(16] The Gentral Government and the State Government, as the case may he, shall constitut
Review Committee.

(17) The Review Committee shall meet at least once in two months and record its findings

whether the directions issued under sub-rule (1) are in accordance with the provisions of S
section (2) of Section 9 of the said Act and when the Review Committee is of the opinion tha
the directions are not in accordance with the provisions referred to ahove it may set aside
directions and orders for destruction of the copies of the intercepted message or class of
messages.



(18] Records pertaining to such directions for interception and of
intercepted messages shall he destroyed by the relevant competent
authority and the authorized Security and Law Enforcement Agencies
every six months unless these are, or likely to be, required for functional
requirements.

(19] The service providers and telegraph authority shall destroy records
pertaining to directions for interception of messages within two months
of discontinuance of the interception of such messages and in doing so
they shall maintain extreme secrecy’.




SUBPOENA REQUEST
PRESERVATION LETTER
EMERGENCY DISCLOSURE #




Subpoena is a writ issued hy a government agency, most
often a court, to compel testimony by a witness or
production of evidence under a penalty for failure. Subpoena
may be of two types and they are:

Sulbipmoena ad testificandum: /torders a person to testify
hefore the ordering authority or face punishment.

Sulbimoena duces tecum:t orders a person or organization to
bring physical evidence before the ordering authority or 5
face punishment. This is often used for requests to mail

copies of documents to the requesting party or directly to

court.

Sub poenameaning "under penaity”.
hitps://en.wikipedia.org/wiki/Subpoena



https://en.wikipedia.org/wiki/Writ
https://en.wikipedia.org/wiki/Subpoena
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Section 174 in The Indian Penal Code:

174. Non-attendance in ohedience to an order from public servant.—Whoever, heing legall
hound to attend in person or hy an agent at a certain place and time in ohedience to a
summons, notice, order or proclamation proceeding from any public servant legally
competent, as such public servant, to issue the same, intentionally omits to attend at that
place or time, or departs from the place where he is hound to attend hefore the time at which
itis lawful for him to depart, shall he punished with simple imprisonment for a term which
may extend to one month, or with fine which may extend to five hundred rupees, or with hoth,
or, if the summons, notice, order or proclamation is to attend in person or hy agent in a Cou
of Justice, with simple imprisonment for a term which may extend to six months, or with fin
which may extend to one thousand rupees, or with hoth. lllustrations

(a] A, being legally hound to appear hefore the 1iHigh Courtl at Calcutta, in obedienceto a
subpoena issuing from that Court, intentionally omits to appear. A has committed the offen
defined in this section.

(h) A, heing legally hound to appear hefore a 76 [District Judgel, as a witness, in ohedience
summons issued by that 2IDistrict Judgel intentionally omits to appear. A has committed t
offence defined in this section.




@The goal of the preservation letter is, of course, to remind opponents to ¢
preserve evidence, to he sure the evidence doesn't disappear.

@When evidence is a paper document, preserving it is simple.

BBy contrast, preserving electronic tata poses unigque challenges hecause:
@Touching data changesit

@Digital evidence is increasingly ill-suited to printing

@Data must he interpreted to he used Storage media are fragile and
changing all the time [

ADigital storage media are dynamic and recyclable.




The ways that information’s destroyed on personal
computer:

1. Compietely overwriting the deleted data on magnetic
media (e.g. floppy disks, tapes or hard drives) with new
information;




Sampie Preservation Letter-
RE: IMATTERI
Dear :
Please he advised that Electronically Stored Information (“ESI”) has heen
determined to he relevant in this matter and you are heing given notice #
that you are herehy required to preserve such ESI as descrihed herein.

This preservation notice and the description of potentially relevant ESI

shall in no way constitute the entirety of the ESI you are ohligated to

preserve, hut a minimum requirement based onICLIENT SI current

understanding of your computer systems as well as computer systems in
general.

These computer systems may he owned or maintained hy you, your

employees, third parties or contractors. Any ESI you deem potentially

relevant in addition to any noted herein shall he preserved.




Electronically Stored Files - You are required to preserve:

* Active data

Archive data (hackups, local or otherwise).

- Deleted data (data deleted by a user or a system process but still recoverable through b
forensic methods). 2
- Media used to house active tata and media used to house hackup data as well as any
hardware specifically required to access the media (hard disk drives, tape drives,
magneto-optical drives,etc).

- Cloud/Internet data stored on remote servers, computers or other storage tevices.......

PRESERVATION REQUIREMENTS

You are required to preserve the ahove items as they include or pertain to:

- Specific, relevant persons or groups, including, hut not limited to: INames, Groups,
Partiesl]

- Specific, relevant topics or keywords, including, but not limited to:

[Topics, Keywordsl

- Specific, relevant time frames or dates, including, but not limited to:




67-C. Preservation and Retention of information by
intermediaries.-

(1) Intermediary shall preserve and retain such information as
may be specified for such duration and in such manner and
format as the Gentral Government may prescribe.

(2] Any intermediary who intentionally or knowingly
contravenes the provisions of sub section (1) shall be punished
with an imprisonment for a term which may extend to three
years ani shall aiso be liable to fine.




Emergency Disclosure Request:

What kinds of emergency cases?

Sometimes we voluntarily disclose user information to government

agencies when we helieve that doing so is necessary to prevent death or 2
serious physical harm to someone. The law allows us to make these pa
exceptions, such as in cases involving kidnapping or homb threats. ‘
Emergency requests must contain a description of the emergency and an
explanation of how the information requested might prevent the harm. Any
information we provide in response to the request is limited to what we
believe would help prevent the harm.
hitps://www.google.com/transparencyreport/userdatarequests/legalproc
ess/#what_kinds_of _emergency




Providers can disclose information to

government

entities if:
“... INE Provider, in good faith, believes that an ”
emergency involving danger of death or

serious physical injury to any person requires
disclosure without delay of communications

relating to the emergency.”

-18 U.S.C. Sec. 2702 (b) (8))




Section 166A In The Code 0f Criminal Procedure, 1973

166A. 2 Letter of request competent authority for investigation in a country or place outside
India.
(1) Notwithstanding anything contained in this Code, if, in the course of an investigation into, &
an offence, an application is made hy the investigating officer or any officer superior in 5
rank to the investigating officer that evidence may bhe availahle in a country or place 2
outside India, any Criminal Court may issue a letter of request to a Court or an authority in

that country or place competent to deal with such request to examine orally any person
supposed to he acquainted with the facts and circumstances of the case and to record his
statement made in the course of such examination and also to require such person or any
other person to produce any document or thing which may he in his possession pertaining | g
to the case and to forward all the evidence so taken or collected or the authenticated

copies thereof or the thing so collected to the Court issuing such letter.

(2] The letter of request shall he transmitted in such manner as the Gentral Government .
may specify in this behalf.
(3) Every statement recorded or document or thing received under sub- section (1) shall be || |
deemed to be the evidence collected during the course of investigation under this Chapter. &




CrPC 166B: Section 166B of the Criminal Procedure Gode

Letter of request from a country or place outslie India to a Court or an authority for

Investigation in India

Upon receipt of a letter of request from a Court or an authority in a country or place

outside India competent to issue such letter in that country or place for the examinationof &

any person or production of any document or thing in relation to an offence under

investigation in that country or place, the Central Government may, if it thinks fit- -
forward the same to the Chief Metropolitan Magistrate or Chief Judicial Magistrate or | &
such Metropolitan Magistrate or Judicial Magistrate as he may appoint in this behaif,
who shall thereupon summon the person hefore him and record his Statement or
cause the document or thing to he produced, or
send the letter to any police officer for investigation, who shall thereupon investigate
into the offence in the same mannetr, as if the offence had heen committed within
India.

All the evidence taken or collected under Sub-Section (1), or authenticated copies thereof

or the thing so collected, shall be forwarded by the Magistrate or police officer, as the cas -

may he, to the Gentral Government for transmission to the Court or the authority issuing

the letter of request, in such manner as the Central Government may deem fit.




Cloud computing is the latest buzz in Information Technology ecosystem. It ,
entrusts remote services with user’s data, software and computation. In
the present time more Smart Phones, Tahlets, I-Pads are getting connected

to cloud computing as it provides huge henefits in accessing remote

resources. But Cloud Computing has associated with a lot of risks and
apprehension of lack of security.

Mohile phone has the same evidentiary value as other digital media and

has great similarities with computer. The Source of evidence for mohile

phone are 1] Media Devices, 2] SIM card, 31 Memory Chins, 4) Network

providers.




Cloud service delivery models:
Infrastructure as a Service (1aaS),
Platform as a Service (PaaS), and
Software as a Service (SaaS).

The protection of clients Is effectuated through the case of Banyan Tree Holding (P) Ltd. V.
A. Murali Krishnan Reddy & Anr, 2010 (42) PTG 361 (Del), that has clarified the law on this
point by elucidating the following principles:

1) Mere accessibility of the foreign wehsite in a particular area would not enable the
Court to exercise jurisdiction.

3] The wehbsite in question must be an interactive one which provides opportunity of
engaging with customers in the area where jurisdiction Is sought.




84. Protection of Action taken in Good Faith.-

No suit, prosecution or other legal proceeding shall
lie against the Central Government, the State
Government, the Controller or any person acting on
hehalf of him, the Chairperson, Members, -
Adjudicating Officers and the staff of the Cyher

Appeliate Tribunal for anything which is in good faith

done or intended to he done in pursuance of this Act

or any rule, regulation or order made there under.

-~




CHAIN OF CUSTODY AND LIVE CYGLE OF DIGITAL EVIDENCE:

Chain of custody may he defined as “A road map that shows how evidence was collected,
analyzed, and preserved In order to be presented as evidence In court’. Uohn Vacca, P-
1941 [11. Chain of custody piays a very important role in digital investigation process. This
IS a phrase that refers to the accurate auditing and control of original evidence material
that could potentially he used for legal purpose.

Investigator must know how to answer certain questions in the whole forensic
Investigation process:

1.What s digital evidence?

2. Where was digital evidence discovered, collected, handied and/or examined?
3. Who came into contact with digital evidence, handied it, and discovered it?

4. What's the reason for using the digital evidence?

9. When the digital evidence is discovered, accessed, examined or transferred?
6. How is digital evidence used?




Welcoming Electronic
Records/Evidence

Section 3. Authentication of Electronic Recoris
Section 3-A. Electronic Signature Authentication
Section 4 of IT Act: Legal Recognition of Electronic Records.

Section 10-A. Validity of contracts formed through electronic means.




4. Legal Recognition of Electronic Records. -

Where any law provides that information or any
other matter shall he in writing or in the typewritten
or printed form, then, notwithstanding anything =
contained in such law, such requirement shall he
deemed to have heen satisfied if such information or
matteris -

(a) Rendered or made available in an electronic
form; and

(h) accessibie $o as to he usahle for a subsequent
reference.

SN




The moblie call records reveal only first 14 digit out of 15 digit and the last digit Is always
missing which Is known as “Check Digit”

“Ome more polnt has to be clartfied. In the selzure memo (ExL. 61/4), the IMEI number of Noki.
Dhone found In the truck was noted as 52432, Thal means the /ast digit 2'varies from the g
records wherein it was noted as ..52430. Thus, there Is 2 seeming discrepancy as far as the
last digit is concerned. This discrepancy stands explained by the evidence of PW78 -a
computer Engineer working as Manager, Siemens. He stated, wiile giving various delails oM
15 digits, that the /ast one digitis 2 spare digit and the /ast digit, according to 65N
specification should be transmitied by the mobile phone as 0_."- State INCT of Delhi) v. Navit
Sandhu, AIR20055C3820, The Hon'ble Supreme Court.




Electronic evidence Is, by its very nature, fragile.

It can be altered, damaged, or destroyed hy improper handiing or Improper
examination. For this reason, special precautions should he taken to document,
collect, preserve, and examine this type of evidence.

The nature of electronic evidence is such that it poses special challenges for its
admissibility in court.

Chain-of-custody is the collection, preservation and analysis of evidence for the ¥
purpose of establishing authenticity and reliability of evidence. i




Apart from the Importance of the mode of proving an E-mall In the court, its
evidentiary value Is aiso a significant legal question. Articie 9(2) of the
UNCITRAL Model Law recognizes electronic messages as evidence but lays
down certain factors to assess their evidentiary value :-

“Information in the form of a data message shall be given due evidential
welght. In assessing the evidential welght of a data message regard shall be
had to the reliabiiity of the manner in which the data message was
generated, stored or communicated, to the reliability of the manner in which
the integrity of the information was maintained, to the manner in which its
originator was identified, and to any other relevant factor.”




“Electronic record, data & Electronic formin LT. Act™--

(0)"Data” means a representation of information, knowledge, facts, concepts or
instructions which are heing prepared or have been prepared in a formalised manner, and
IS intended to be processed, is heing processed or has heen processed in a computer
system or computer network, and may be in any form (including computer printouts
magnetic or optical storage media, punched cards, punched tapes) or stored internallyin | £
the memory of the computer; -

(1 "Electronic Form" with reference to information means any information generated,
sent, received or stored in media, magnetic, optical, computer memory, micro film,
computer generated micro fiche or similar device;

(0"Electronic Record” means data, record or data generated, image or sound stored,
received or sent in an electronic form or micro film or computer generated micro fiche;
Reading the aforesaid definitions of “electronic record”, “data” and “electronic form” In
the LT.Act, 2000 along with the definition of ‘document In the Indian Evidence Act, 1872, It
hecomes clear that computer images, text and sound stored, whether on a computer file,
bioy, weh-site or e-mall, are all documents.




Best evidence rule deals with the nature or character of particular evidence
which is considered for the purpose of arising at a rational conclusion. In
State vs. Navjot Singh, (2005) 11 SCC 600 & P Padmanabh vs. Syndicate Bank
Ltd. Bangalore — AIR 2008 Kant. 42 it was held that the non compliance of
658 of Evidence Act is not always fatal if secondary evidence can be givenin
any circumstances.




One Computer forensics experts does the following;

Tlidentifying sources of documentary or other digital evidence,
21Preserve the evidence, &
3)Analyze the evidence, ”
AlPresent the findings. '

The Digital Evidence has to follow the following Rules:
Admissibility,

Authenticity,

-Completeness,

Reliahility,

Believability




Construction by pleadings, proof hy evidence:
proof only hy relevant and admissible
evidence. Genuineness, veracity or reliahility
of the evidence is seen by the court only after
the stage of relevancy and admissibility.
These are some of the first principles of
evidence.

: Anvar PV. vs. PK. Basheer and Others (2014)
10SCC 473




Amendment of Evidence Act: 2

In section 3,— (a) in the definition of “Evidence”, for the

words “all documents produced for the inspection of the %
Gourt’, the words “all documents including electronic

records produced for the inspection of the Court” shall be
substituted.

zzn 0 I l l l
. Oral admissions as to the contents of electronic
(i trel t, uniess th I fth
recoras are not reievant, uniess e genuineness o1 ue
- - - - »y 5
electronic record produced is in question ¥
™ >




Federal rules of evidence (2014): Rule 1003. Admissibility
of Duplicates

A duplicate is admissibie to the same extent as the original
unless a genuine question Is raised about the original's
authenticity or the circumstances make it unfair to admit
the duplicate.

some Similarity with section 22A. Oral admissions as to the
contents of electronic records are not relevant, unless the
genuineness of the electronic record produced s in
question.”

o
&




“39. Proof of facts by oral evidence.—HAll facts,
except the contents of documents or electronic
records, may he proved by oral evidence.

“6OA. Snecial provisions as to evidence relating
to electronic record: The contents of electronic
records may bhe proved in accordance with the
provisions of section 63B."




69B. (1) Notwithstanding anything contained in this Act, any Information

contained in an electronic record which Is printed on a paper, stored, recorded

or copled In ontical or magnetic media produced by a computer (hereinafter :
referred to as the computer outputl shall be deemed to be also a document, if :
the conditions mentioned In this section are satisfied in relation to the
Information and computer in question and shall be admissible in any
proceedings, without further proof or production of the original, as evidence of
any contents of the original or of any fact stated therein of which direct
evidence would be admissible.

(a) the computer output containing the information was produced by the
computer during the period over which the computer was used regulariy to
store or process information for the purposes of any activities regularly

carried on over that period by the person having lawful control over the use of

the computer;

. %
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(h) during the sald period, information of the kind contained in the electronic record or
of the kind from which the Information so contained Is derived was regularly fed into
the computer In the ordinary course of the sald activities

(c) throughout the material part of the sald period, the computer was operating
property or, If net, then In respect of any period In which It was not operating properiyor =~ ¢
was out of operation during that part of the perled, was not such as to affect the
electronic record or the accuracy of its contents; and

(d) the information contained in the electronic record reproduces or Is derived form
such information fed into the computer in the ordinary course of the said activities.

(3) Where over any period, the function of storing or processing information for the
purposes of any activities regularly carried on over that period as mentioned in clause
(a) of sub-section (2) was regularly performed by computers, whether—

(a] by a combination of computers operating over that period; or




(b) by different computers operating in succession over that period; or
(c] by different combinations of computers operating in succession over
period; or

(d) in any other manner involving the successive operation over that peri
In whatever order, of one or more computers and one or more combinatio
of computers, all the computers used for that purpose during that period
shall he treated for the purposes of this section as constituting a single
computer; and references in this section to a computer shall be construe
accordingly.

(4) In any proceedings where it is desired to give a statement in evidence
virtue of this section, a certificate doing any of the following things, that |
saVI_

(a) identifying the electronic record containing the statement and
describing the manners in which it was produced.







(h) whether In the course of activities carried on by any official,
Information is supplied with a view to Its heing stored or processed for
the purposes of those activities, by a computer operated otherwise than
In the course of those that information, of duly supplied to that computer,
shall he taken to he supplied to it In the course of those activities;

(c) a computer output shall be taken to have been produced by a
computer whether it was produced by it directly or (with or without human
Intervention] by means of any appropriate equipment.

Explanation.—+For the purposes of this section any reference to
Information being derived from other Information shall he a reference to
its being derived there from hy calculation, comparison or any other
process.




Certificate u/s 65B of Indian Evidence Act issued In relation to the CD titied “CCTV Footage”

I, the undersigned, state to the hest of my knowledge and hellef that:

1.The CD titled “CCTV Footage” helng the copy of CCTV footage of the Incldence dated

Issued on contains Information stored In the computer system

helng used hy our company to record the day to day Incidence at our -
at ; <

2. The sald CD titied “CCTV Footage” has heen preduced by the sald computer system during the :

period over which the computer system was used regulariy to store and process Informationforthe |

purposes of activities regularly carried on over that peried hy lawfully authorised persons.

3. That during said peried, information of the kind contained in the electronic record was regularly

fed into the said computer system in the ordinary course of the said activities.

4.1 also affirm that throughout the material part of said period, the concerned computer was

eperating properly.

9. The information contained in the electronic record reproduces such information fed into the

computer in the ordinary course of the said activities. 5

6.1am in a responsible official position in relation to the operation of the computer systenm.

Signed on this July, 2014

(Designation) P
g 2




Certificate u/s 698 of indian Evidence Act issued in relation to the Printout of the

downloaded copy of dated downloaded from email
account of Mr. having emall account
Id. :
L M. son of working residing at
statetothe hest | =

of my knowledge and bellef that:
1. That the related printout of the downleaded copy of dated =

downloaded from my email account having email account
ne. was produced by my computer having model
ne. colour, made by ,having battery
model no. " during the period over which the sald computer was used

my computer. ?




2. That the Information produced by my computer system during the period over which
the computer system was used regularly to store and process Information for the
purposes of different activities of day to day Incldence regularly carried on over that
period by me.

3. That during said period, information of the kind contained in the electronic record was
regularly fed into the sald computer system in the ordinary course of the said activities.
4.1 also affirm that throughout the material part of sald period, the concerned computer
was operating properly.

9. That the information contained in the electronic record reproduces such information
fed into the computer in the ordinary course of the said activities.

That the statements made ahove are true to my best knowledge and helief.

Signed on this sSeptember, 2014




Under Section
i 6 eviaence S U6Sireu 10 give a statementin any
y
proceedings pertaining to an electronic record, It is permissibie nrovided the
following conditions are satisfled:
1 -
L ~

(alThere must be a certificate which ldentifies the electronic record contalning the
statement; pa

(h] The certificate must describe the manner in which the electronic record was
produced;

(c]) The certificate must furnish the particulars of the device invoived in the
production of that record;

(d) The certificate must deal with the applicable conditions mentioned under Section ¢
69B(2] of the Evidence Act; and




88A. The Court may presume that an electronic message forwarded hy
the originator through an electronic mail server to the addressee to
whom the message purports to he addressed corresponds with the
message as fed into his computer for transmission; but the Court shall
not make any presumption as to the persen hy whom such message was
sent.

90A. Where any electronic record, purporting or proved to he five years
old, Is produced from any custody which the court in the particular case
considers proper, the Court may presume that the digital signature which
purports to he the digital signature of any particular person was so
affixed by him or any person autherised by him in this hehalf.

-~




“Liyauddin Burhanuddin Bukhari v. Brijmohan Ramdass
Mehra & Ors, AIR 1975 SC 1788™-

On a parity of reasoning, electronic recoris, whether in
the form of text, images or sound stored, are also
documents, irrespective of the storage media.

Hon'bie High Court at Delhi in Dharambir vs. GBI
[148(2008) DLT 2891 ohserved that Harddiskis a
tocument combining the section 3 of the Indian Evidence
Act and section 2(o) and (1] of IT Act




:Authentication:

However in US v. Bonallo (858 F. 2d 1427 - 1988 - Court of Appeals, 9th 2002) a US
court ruled that "the fact that it Is possible to alter data contained In a computer |
plainly Insufficient to establish untrusiworthiness".




Plaintext > Encryption > Ciphertext
> Decryption > plaintext

Basic Mechanism of Encryption

Encryption Decryption

Plaintext | Symmetric Ke‘> C Ciphertext| symmetric Key:> plaintext




Dear, my ATM gghghghjgjtdttgnxgx
password is attitude » | hghbhghgxghghgxhb
and my account no. Encryption fxbxbfxbfxbfxbfxbfxb
123456 fixfxfxff&*sg&*
Plain text Ciphertext
Decryption v
Dear, my ATM
password is attitude ,.

and my account no.
123456

Plaintext




3. Authentication of Electronic Records -

(1) Subject to the provisions of this section any subscriber may authenticate

an electronic record by affixing his Digital Signature.
(2) The authentication of the electronic record shall be effected by the use
of asymmetric crypto system and hash function which envelop and
transform the initial electronic record into another slectronic record.
Explanation - For the purposes of this sub-section, "Hash function” means an
algorithm mapping or transiation of one sequence of bits into another,
generally smaller, set known as "Hash Result” such that an electronic record

yields the same hash result every time the algorithm Is executed with the

same electronic record as its input making it computationally infeasibie




(a) Toderive or reconstruct the original electronic record from the hash

result produced by the algorithm; :
(bl Thattwo electronic records can produce the same hash resuit using the ‘
algorithm. :
(3] Any person by the use of a public key of the suhscriher can verify the 2
electronic record.

(4] The private key and the public key are unique to the subscriber and

constitute a functioning key pair.




3-A. Electronic Signature

¢

©

(1) Notwithstanding anything contained in section 3, hut subject to the provisions of
sub-section(2), a suhscriber may authenticate any electronic record by such :
electronic signature or electronic authentication technique which -
(al Isconsidered reliable; and :
(h)  May be specified in the Second Schedule

(2] For the purposes of this section any electronic signature or electronic a
authentication technique shall he considered reliable if-

(a) the signature creation data or the authentication data are, within the context

in which they are used, linked to the signatory or, as the case may he, the

authenticator and of no other person;

(b) The signature creation data or the authentication data were, at the time of 5
signing, under the control of the signatory or, as the case may he, the authenticator

and of no other person;

(c) Anyalteration to the electronic signature made after affixing such signature
is detectahble;
(d) Any alteration to the information made after its authentication hy electronic <
signature is detectahle; and




<

(e [tfulfils such other conditions which may be prescribed.

(3] The Central Government may prescrihe the procedure for the
purpose of ascertaining whether electronic signature Is that of the
person hy whom it is purported to have heen affixed or authenticatedl.
(4] The Central Government may, by notification in the Official Gazette,
add to or omit any electronic signature or electronic authentication
technique and the procedure for affixing such signature from the
second schedule;

Provided that no electronic signature or authentication technique shall
he specified in the Second Schedule uniess such signature or 5
technique is reliable.

(9] Every notification issued under sub-section (4] shall be laid hefore

each House of Parliament




9. Legal recognition of Electronic Signature. -
Where any law provides that information or any other matter shall
he authenticated hy affixing the signature or any document should be
signed or hear the signature of any person then, not withstanding 2
anything contained in such law, such requirement shall be deemed to
have been satisfied, if such information or matter is authenticated hy
means of electronic signature affixed in such manner as may bhe
prescribed by the Central Government.

Explanation - For the purposes of this section, "Signed", with its
grammatical variations and cognate expressions, shall, with reference
to a person, mean affixing of his hand written signature or any mark on
any document and the expression "Signature" shall he construed
accordingly.







Locard's Exchange Principle: The concept known as the "Locard's
Exchange Principle” states that every time someone enters an
environment, something is added to and removed from it. The
principle is sometimes stated as “every contact leaves a trace”, and
applies to contact hetween individuals as well as hetween individuajs
and a physical environment. Law enforcement investigators are ;
therefore taught to always assume that physical evidence is left
hehind at every scene.




Relevant Judgements

State [NCT of Delhi) v. Navjot Sandhu allas Afsan Guru((200%5) 11 SCC 600:
“...iTT@SpECVe of the compliance with the requirements of Section 65-B,
which s a provision dealing with admissibility of electronic records, there
IS no bar to adducing secondary evidence under the other provisions of th
Evidence Act, namely, Sections 63 and 65. It may be that the certificate
containing the detalls in sub-section (4] of Section 65-B Is not filed In the
Instant case, hut that does not mean that secondary evidence cannot be
given even if the law permits such evidence to be given in the
circumstances mentioned in the relevant provisions, namely, Sections 63
and 63.”




Most importantly, such a certificate must accompany the electronic record like

computer printout, Compact Disc (GD), Wideo Compact Disc (WGD), pen drive, etc.,
pertaining to which a statement Is sought to he given in evidence, when the sam
Is produced In evidence. All these safeguards are taken to ensure the source an
authenticity, which are the two halimarks pertaining to electronic record sough
(o be used as evidence. Electronic records heinyg more susceptibie to tampering,
alteration, transposition, excision, etc. without such safeguards, the whole trial
hased on proof of electronic records can lead to travesty of justice.

An electronic record by way of secondary evidence shall not be admitted in
evidence uniess the requirements under Section 638 are satisfied. Thus, in the
case of CD, VCD, chip, etc., the same shall be accompanied hy the certificate in
terms of Section 638 ohtained at the time of taking the document, without which
the secondary evidence pertaining to that electronic record, Is Inadmissible.




Any documentary evidence by way of an electronic record under the Evidence

Act, In view of Sections 59 and 65A, can be proved only in accordance with the
procedure prescribed under Section 65B. Section 65B deals with the

admissibility of the electronic record. The purpose of these provisions Is to

sanctify secondary evidence in electronic form, generated by a computer. 3
e THUS, NOWithStanding anything contained in the Evidence Act, any »
information contained in an electronic record which is printed on a paper, store
recorded or copled in optical or magnetic media produced by a computer shall

he deemed to he a document only If the conditions mentioned under sub-Sectio

(2] are satisfled, without further proof or production of the original. The very
admissibility of such a document, Le., electronic record which is called as %
computer output, depends on the satistaction of the four conditions under :
Section 65B(2).

Anvar PV.vs. PK. Basheer and Others (2014) 10 SCC
a3




IN THE SUPREME COURT OF INDIA

CRIMINAL APPELLATE JURISDICTION

CRIMINAL APPEAL No. 1418 of 2013

SONU @ AMAR .... Appeliant(s) 3
Versus -
STATE OF HARYANA ...Respondent(s) =
With

CRIMINAL APPEAL No.1416 of 2013

CRIMINAL APPEAL No. 1653 of 2014

CRIMINAL APPEAL No. 1652 of 2014

“The interpretation of Section 638 (4] hy this Court by a judgment dated 04.08.2005 in Nav
jot Sandhu held the field till it was overruled on 18.09.2014 in Anvar’s case. All the criminal
courts in this country are hound to follow the law as interpreted hy this Gourt. Because of
the interpretation of Section 69B in Navjot Sandhu, there was no necessity of a certificate
for proving electronic records. A large number of trials have heen held during the period

hetween 04.08.2005 and 18.09.2014. Electronic records without a certificate might have h




justice as it would necessitate the reopening of a large number of criminal cases.

Criminal cases decided on the hasis of electronic records 29 adduced in evidence
without certification have to be revisited as and when ohjections are taken by the

accused at the appellate stage. Attempts will be made to reopen cases which have
hecome final.”

“This Gourt did not apply the principle of prospective overruling in Anvar’'s case. The
dilemma is whether we should. This Court in K. Madhav Reddy v. State of Andhra Pradesh
(2014) 6 SGC 937 held that an earlier judgment would he prospective taking note of the
ramifications of its retrospective operation. If the judgment in the case of Anvar is
applied retrospectively, it would result in unscrambling past transactions and
adversely affecting the administration of justice. As Anvar's case was decided hy a
Three Judge Bench, propriety demands that we refrain from declaring that the judgment
would he prospective in operation. We leave it open to he decided in an appropriate
case hy a Three Judge Bench. In any event, this question is not germane for adjudication
of the present dispute in view of the adjudication of the other issues against the
accused.”




THE BANKER'S BOOKS EVIDENCE ACT, 1891

‘(3) “bankers’ hooks” include ledgers, day-books, cash-hooks, account-hooks and all

other hooks used in the ordinary bussiness of a hank whether kept in the written form

or as printouts of data stored in a floppy disc, tape or any other form of electro- :
magnetic data storage device;’. -

2A. Conditions in the printout—
112A. Conditions in the printout.—A printout of entry or a copy of printout referred to in
sub-section (8) of section 2 shall he accompanied by the following, namely:—




[2A. Conditions In the printout.—A printout of entry or a copy of
printout referred to in sub-section (8] of section 2 shall he
accompanied by the following, namely-—{a) a certificate to the effect
that itis a printout of such entry or a cepy of such printout by the
principal accountant or branch manager; and

(h] a certificate by a person in-charge of computer system containing
a brief description of the computer system and the particulars of—
(Al the safeguards adopted by the system to ensure that data s
entered or any other operation performed only by authorised
persons;

(B] the safeguards adopted to prevent and detect unauthorised
change of data;

(C) the safeguards availabie to retrieve data thatis lost dueto
systemic fallure or any other reasons;




(D] the manner in which data is transferred from the system to removahle media

like floppies, discs, tapes or other electro-magnetic data storage tevices;

(E) the mode of verification in order to ensure that data has heen accurately 1
transferred to such removahble media; =
(F) the mode of identification of such tiata storage tdevices; :
(G] the arrangements for the storage and custody of such storage devices;

(H] the safeguards to prevent and detect any tampering with the system; and(l) any a
other factor which will vouch for the integrity and accuracy of the system.

(c] a further certificate from the person in-charge of the computer system to the

effect that to the hest of his knowledge and helief, such computer system operated
properly at the material time, he was provided with all the relevant data and the

printout in question represents correctly, or is appropriately derived from, the e
relevant data.l




The USA PATRIOT Act is an Act of Congress that was signed into law by President George
W. Bush on October 26, 2001. The PATRIOT Act made a number of changes to U.S. law. Key
acts changed were the

foreign Intelligence Surveillance Act of 1978 (FISA),

the £lectronic Communications Privacy Act of 1986 (EGPA),

the Money laundering Control Act of 1986 and

Bank Secrecy Act(BSA), as well as the

Immigration and Nationality Act.

Prevention of Money-Laundering Act, 2002 (PMLA)
‘Know Your Gustomer’ (KYC) Guidelines - Anti Money Laundering Standards : RBI-2004-
05/284,0B0D.NO.AML.BC.58/14.01.001/2004-05 November 29, 2004.

Guidelines on ‘Know Your Customer’' norms
And Anti-Money Laundering Measures.
(hitp://www.iba.org.in/rbikycguidlines.asp)




Provisions of Section 66A STRUCK DOWN:
IN THE SUPREME COURT OF INDIA
CRIMINAL/CIVIL ORIGINAL JURISDICTION
WRIT PETITION (CRIMINAL) NO.167 OF 2012
SHREYA SINGHAL .. PETITIONER

VERSUS

UNION OF INDIA .. RESPONDENT

The Supreme Court in a landmark judgement, struck down section 66A IT Act upholding
freedom of expression and ohserves it "clearly affects" the fundamental right to
freedom of speech and expression enshrined under Article 19 of the Constitution. The
judgement says:

“119.1In conclusion, we may summarise what has heen held by us ahove: (a) Section 66A
of the Information Technology Act, 2000 is struck down in its entirety heing violative of
Article 19(1)(a) and not saved under Article 19(2).”




Now what next?

The following provisions of law will always he there to protect one from the

misuse of the social media.

1) Article 19(2) of Indian Constitution :
2] Section 268, 292 - 294,499 to 309 IPC etc. #
31 Other provisions of IT and ITA Acts

a) Message violation of privacy: Section 66E ITA Act

h] Message or online activity against decency or morality, public order,

defamatory against state: 66F ITA.

c] Transmitting obscene/sexuality explicit messages (women/child): 67, 67A,

67B ITA Act

d) Liability of intermediary like online social media; 79 ITA Act, 2008.




Section 66A of the Information Technology Act, 2000 Is struck down In Its entirety
heing violative of Article 19(1){a) and not saved under Article 19(2).

Section 69A and the Information Technology (Procedure &3afeguards for Blocking
for Access of Information by Public) Rules 2009 are constitutionally valld.

Section 79 is valid subject to Section 79(3)(b] being read down to mean that an
intermediary upon receiving actual knowledge from a court order or on being
notified by the appropriate government or its agency that uniawful acts relatable to
Article 19(2] are going to he committed then fails to expeditiously remove or
disable access to such material.

The Information Technology “Intermediary Guidelines” Rules, 2011 are valid subject
to Rule 3 sub-rule(4) heing read down in the same manner as indicated in the
judgment.




SUPREME COURT OF CANADA

R. ¥ SPENCER, 2014 $CC 43, 1201415.C.R. 212

g - CONSstitutional law — Charter of Rlghts — Search and .
selzure — Privacy — Pollce having information that IP address used to .
access or download child pornograpiiy — Police asking Internet service
provider to voluntarily provide name and address of subscribber

assigned to IP address — Pollce using information to obitaln search

warrant for accused's residence — Whether police conducted
unconstitutional search by obtaining subscrier information matching

1P address — Whether evidence obtalned as a result should e

excluded....



https://zoupio.lexum.com/calegis/schedule-b-to-the-canada-act-1982-uk-1982-c-11-en

Judgement on Cyber Defamation:
Vyaktl Vikas Kenidra, India Public ... vs Jitender Bagga & Anr on 9 May,
2012, Delhl High Court, Manmohan Singh,CS{0S) No.1340/2012

............. The four plaintiffs, namely, Vyakti Vikas Kendra, India Public
Charitable Trust, Mr Gautam Vig, Mrs. Bhanumati Narsimhan and Mrs.
Sharmila Murarka, have filed present suit against the defendants for
damages to tune of Rs.5,09,00,000/-, permanent and mandatory
injunction, mainly on the ground that they are aggrieved, hurt and
immensely concerned on account of certain highly defamatory materials
posted on an internet wehsite hy the name http://www.hlogger.com/ by
one Mr Jitender Bagga, the defendant No.1 herein. The said wehsite IS
owned hy Google, the defendant No.2. Itis a Blog Publishing Service
which allows people to create and publish a "Blog".




Delhl High Court
Raj] Kumar vs State on 19 April, 2016

IN THE HIGH COURT OF DELHI AT NEW DELHI

Judgment Reserved on: April 07,2016 Judgment Delivered on: April 19, 2016 5
CRL.A. 232/2016 L
RAJKUMAR .. Appeliant
Versus
STATE = .. Respondent
CORAM:

HON'BLE MR. JUSTICE PRADEEP NANDRAIOG
HON'BLE MS. JUSTICE MUKTA GUPTA
MUKTA GUPTA, 1.




-11€ Photograph alieged to he hone of contention was not admissible in
evidence for want of certificate under Section 65-B of the India Evidence Act..........

.......... He produced his mohile phone with a photograph to the Police which was seized

vide seizure memo Ex.PW-3/A. He identified the mohile phone and the photograph
therein hefore the Court............ 3
........... Since the mohile phone of Hemraj itself has heen produced in the Court and
exhibited, there was no need of a certificate under Section 658 Indian Evidence

Citation : #aj Numar v, State, CRLA. 232/76,19.4.16 DHC



https://indiankanoon.org/doc/35556724/

Anoushka Shankar's
Case Studies:

¢Allegation: Email hacked into by an offender who took control of some very
private photographs stored in the inbox of the emall and biackmailed and
threatened via email by some unknown person that he would make some of
her photographs public found in her emall inbox, If his demand of $ 100,000
was not pald by her.

¢Step: Inspector Pawan Kumar under the supervision of ACP Sanjeev Yadav
elite Special Cell of Delhl Police took up Investigation.

¢Investigation: 1) The special cell cops traced the internet protocol address
(IP address) from which the Emails were sent.




2) The extortive emaills sent hy the offender were found to be sent mostiy from
Gmall Account.

31 Though the Gmall blocks the IP address of the sender and It Is not visibie to the
reciplent of the emall. However, one emall was found to be from other emall
service provider and It was found that It had heen sent from india; rest of the
emalls were found to he from Dubal, elsewhere in the UAE, and the USA.

4) The police tracked down one of the IP address to a residential address located
at MUMBAI and nabbed the accused person, whose name came to he known as
Junaid Jameel Ahmed Khan who confessed to his crime.

9] The cops seized the hard disk of the computer from which the alleged emalis
were sent, prepared the mirror image of the same and the hard disk was sentto
the Forensic Science Laboratery, Hyderabad for further analysis.




¢ 6)The cops also seized the passport of the offender through
which it was found that the offender was at Dubal on the samne
date when the extortive emalls from Dubal were received by
Anoushka, which clearly corrohorates the offence committed :
hy the offender. .

¢ T The Special Cell cops registered the case under Section 386
Indian Penal Code which deals with offence of extortion. The
accused hacked Into the email of the Anoushka, Section 66 IT
Acthas been added as the same Is attracted to the offence.




¢ 8] The material evidence seized by the cops proves the
Involvement of the offender as the IP address has been traced to
his residence.
¢ 9] The examination and analysis of the seized hard disk of the
computer of offender at the forensic lahoratory would prove that 3
the emaiis have heen hacked Into and photographed copied by the #
offender from the inbox of the email. If it Is further revealed hy the
analysis of the hard disk that the photographs found In the
possession of the offender, have heen transmitted by him
electronically, say some of his friends, the same would amount to
publication In electronic form which would be squarely covered
and punishabie under section 67 of IT Act.
¢ The activities on the internet leaves a footprint through which the
accused can he traced and brought to justice.
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